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Abstract
There is no doubt that the scientific development's stunning rights in the
twentieth century has effectively impact on the way of life in all
contemporary societies. Has contributed to communications technology
specifically in this contemporary development by facilitating rapid
access to information and the speed of processing and summoned,
stored and used in all calculations, statistical and analytical to meet the
requirements of modern life, which also led to the speedy completion of
tasks and speed goals. With the beginning of the twentieth century
atheist and became incumbent on all the different institutions that are
compatible with the conditions of modern life required by information
technology.
So this sense of information technology has become a real weapon in all
its forms to address the many challenges that we face as individuals and
as a nation, and thus the national economy, technological development
and has become a national objective and a real need for the growth of
the community and the capacity of its members and the proper use of
resources and protection.
The concept of Smart School depends on the private sector in the
provision of equipment, multimedia and technical support for the
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service schools and educational facilities, fueling the national economy
companies specialized serving professionally privileged to serve the
project, and therefore are creating new jobs in light of this national
project upscale.

This topic in the paper demonstrate the concept of smart school of
Multimedia and its historical development and to identify the school
premises and smart pillars of the education environment in the Libyan
perspective of rights and duties and revealed the pros and cons of the
smart school, which in turn affect the education process.

Keywords:

Communications technology, Information technology, Smart School,
Private sector, Multimedia, Technical support, Service schools |,
Educational facilities.
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Abstract:

The paper discusses the study of acceptance of government
employees and their perceptions of the introduction of
authentication systems "Biometric Authentication Systems"
in the workplace.

It suggests studying the factors that affect the acceptance of
the staff to the new technology in order to facilitate the
adoption of the use of biotechnology "Biometrics™ in various
e-government applications. To check the acceptance of the
working staff and their use of biometrics systems "Biometrics
Systems". Studies indicate the existence of a digital divide and
cultural awareness among staff using technology and the
preferred solution promoted by the Administration for use in
authentication on the e-government transactions and lack of
confidence in the technology and the potential for misuse.
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Motives reflect management need to consider these
responsibilities to narrow these gaps. It seems clear that to
overcome staff resistance to change, the use of traditional
methods to employ new technologies is a key issue facing the
implementation of systems vital for authentication.

Based on research, we recommend that there should be a
process of education and guidance about the systems before
the introduction of this technique in any organization.
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Summary of the study :

Has emerged the idea of the study because of the many
criticisms of the low level of banking performance and poor
achievement, productivity and slow innovation and the large
number of mistakes which led to the decline in the presence of
banking services, all of these negatives may lie behind the failure
in the aspect of administration which deficiencies in the
application of comprehensive banking, which is one of the modern
management techniques that target the use of capacity to fully take
advantage of the capabilities phenomenon inherent to all
employees through work teams to improve performance and
increase productivity and meet the expectations of the
beneficiaries and their satisfaction with the services provided to
them, hence Turn researcher to conduct a feasibility study on the
impact of the application of this technique to talk to the role of
banks in enhancing the overall performance of the banking and
stimulate institutional investment.
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And gaining entrance comprehensive banking salience in
particular that the world is witnessing great changes and fast many
relating to all aspects of human life, which was increasingly
impact on the banking industry in the eighties and beyond, which
has led to increased interest in Bachirfah overall globally, Arab
and taking the subject occupies a large portion of the interests of
researchers and bankers alike.

With the economic and social changes, political and cultural,
which occurred recently became imperative for Arab institutions
and national adapt and elevate characterized in performance,
hence the objective of this research to study the role of banks in
enhancing the overall performance of the banking and institutional
investment activate the Libyan commercial banks

The study found the following:

* that there is a close relationship between the banking and the
overall economic development and the development of the stock
market is an integral part of economic development can not
imagine the process of economic development of effective without
the presence of an active role for the overall banking, which is
working to develop and deepen the stock market.

» The institutional investment represents the cornerstone of
modern economic systems, and it is an important issue and activate
a fundamental and necessary for economic development as they
provide the ability to create money and advancing economic
progress and enhance the performance of banks.

+ dadial)
98 Lage Lipean Wadgat cppaY) atall DA £ peadd) )91 Jis 2
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Abstract

This paper deals with the study and comparative analysis a number
of programs and teaching methodologies for accountancy specialization
in the departments of financial and administrative professions in the
higher institutes for technical education and technology and faculties
affiliated to the national organization for technical education and
technology, and try to know the ambit of conveying of these programs
and methodologies to transfer from traditional finance and banking to
the Islamic finance and banking in order to participate in the
performance of its role to let this transfer be successful through
preparing human cadres by qualifying and training them to work in the
Islamic banking business sector.

Has headed the research methodology in the direction of test basic
premise which whose content that programs and curricula for
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accountancy specialization in the departments of financial and
administrative professions in institutions of higher education technical
and substantive in Libya didn’t keep pace with the radical changes
witnessed by the financial sector and the Islamic banking since the
issuance of Law No. (1) for the year 2013 on: 2013.01.10 m.

The research aims to contribute to anything that might lead to leave
work system usurious traditional religiously prohibited and forbidden
by law, and urged higher education institutions and faculty members in
Libya to contribute effectively to the success of the transition to the
financial and Islamic banking, and in order to achieve this objective
study was divided into three sections and a conclusion:

* The first topic: showing and analyzing the methodologies of
accountancy divisions in the departments of financial and
administrative professions in the higher institutes for technical
education and technology and faculties.

* The second topic: preparing questionnaire to survey and analyze the
opinions of the heads of financial and administrative departments in
the higher institutes for technical education and technology and
faculties.

» The third topic: analyzing the state of faculty members in the
departments of financial and administrative professions in the higher
institutes for technical education and technology and faculties.

* Conclusion: the result and suggested recommendations that this research
paper came to.

The researcher selected a sample for examination number (4)
educational institutions of higher education institutions affiliated to the
national organization for technical education and technology in Libya,
namely:

1- department of accountancy in the faculty of administrative and
financial sciences — Tripoli.

2- accountancy division in the department of administrative and
financial professions in the higher institute for comprehensive
professions — Alzahraa.

3- accountancy division in the department of administrative and
financial professions in the higher institute for comprehensive
professions — Alazizia.
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4- accountancy division in the department of administrative and
financial professions in the higher institute for comprehensive
professions — Gasr Ben Gashir.

In conclusion, the study found a set of findings and
recommendations, which hopes to have that would benefit a number of
related parties, including institutions of higher education in Libya, and
faculty members based on the planning and implementation of programs
and curricula of these institutions, in addition to the institutions of the
finance industry and Islamic banking.
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Information about the Science and
Technology Journal

The Science and Technology Journal (STJ) publishes research from all
fields of academic . technical and applied sciences. The final editing
and formatting of all accepted papers is done by the editorial board to
ensure the consistency of the format and the quality of the product.(
please download the final editing and formatting from the website or
facebook page ).

' Scientific and Technical Areas of the Science and ’
Technology Journal (STJ)

First: Mechanical and Material Science Engeneering

e Engineering Materials: properties - Methods of production -
and Methods to protect.

e Deformation processes of the engineering materials.

e Computer applications and programming that used in industrial
processes.

e Fluid Mechanical Engineering and their methods to get an
advantage of them in practical life.

e Heat transfer and applications.
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Second: Electrical and Electronic Engineering

= Technology of the Electrical and Electronic Materials

= Protect energy systems and methods of control

= Electronic control systems and their applications

= Modern communication technologies and their applications
= Computer and Information Technology

= Theories of electronic and digital signal

Third: Architecture and Civil Engineering

Sustainable infrastructure

Modern construction applications

Technology concrete structures

Engineering bridges and spending

Technology of steel structures and composite materials
construction of health

Civilian architecture ..... history and evolution

waste management (solid waste and water)

Technology building materials

0 O O O O 0O O O O

Forth: Petroleum and Chemical Engineering

% Techniques of water treatment and desalination

%+ Techniques for sewage treatment

% Mathematical modeling in chemical engineering

% Improve and develop techniques to extract and refine oil in
Libya

%+ The impact of preservatives and flavors to food

% Design and implementation of domestic gas distribution
network
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technology journal

The publishing of research and studies must adhere to the
following rules :
Firstly; The topics must be characterized by:

Originality of ideas, research studies which are submitted for
publication were not previously published .

Integrity of the scientific method , according to the rules
generally accepted in writing research and scientific studies .

Second, the contents of the paper:

The paper should contains the following parts :

Research Title (Title).

The name of the author ( or authors ) and address of the
Author (s)

The summary (Abstract): in the range of 200 words in
Arabic and English (in all cases )

The introduction .

The search method and the materials and equipment used
(Experimental equipments and procedure)

Results

discuss the results (Result Dissection)

The conclusion (Conclusions).

Thanksgiving (Acknowledgement).

References : depending on the context and writes the
conventional and are referenced in the text as the author
(‘or authors ) and the year of publication.
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Thirdly — Font and writing :

The language of research or studies paper should be English and does
not exceed 250 words .

The number of pages must not exceed 15 pages.

Use Microsoft Word text editor to write the paper, Spacing between
the lines is 1.5 and the fonts types and size should be as in the
following table

55rt Type of font Size of
the font
Paper title Times New Roman (Bold) | 14
Authors name Times New Roman | 12
(Normal)

Affiliation: Department | Times New Roman | 11
Name of Organization, | (Normal)
Name of Organization,
City, Country
Email:  address | Times New Roman | 10
desired (without | (Normal)

hyperlink in E-

mail)
Heading line Times New Roman (Bold) | 12
Subheading Times New Roman (Bold) | 11
The text Times New Roman (Bold) | 10

Figure and table | Times New Roman (Bold) | 10
captions

page margins are as follows:

* Arabic language

3.0 cm from the right of the pages, 2.5 cm for the left ,the
top and bottom of the pages.

* English_- language
3.5 cm from the left of the pages and 2.5 for the right ,
top and bottom of the pages.
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Fourthly: Figures and Tables

Positioning Figures and Tables: Place figures and tables at the top or
bottom of columns. Avoid placing them in the middle of columns.
Large figures and tables may span across both columns. Figure
captions should be below the figures; table heads should appear above
the tables. Insert figures and tables after they are cited in the text. Use
“Figure 17and “Table 1” in bold fonts, even at the beginning of a

sentence.

Table 1.Table type styles (Table caption is indispensable).

Pb |Cu |Fe Ag Mn

Si Ni

Others

99.5]0.03 | 0.001 | 0.001 | 0.0005

0.001 | 0.001

0.022

directly inserting a picture.

We suggest that you use a text box or a table to insert a
graphic (which is ideally a 500 dpi jpg, Bmp or tiffile,
with all fonts embedded) because, in an MSW
document, this method is somewhat more stable than

To have non-visible rules on your frame, use the
MSWord “Format” pull-down menu, select Text Box
> Colors and Lines to choose No Fill and No Line.

40.5 4
40.0 +

39.5 4
39.0 4
38.5
38.0 4
37.5 4
37.0 4
36.5 o
36.0

Die diameter (mm)

Fig. 7-d. All die profiles

Equations:
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Equations should be written by Equation Editor, And numbered
sequentially,
as shown the following example

1dy

1
y=fw3x3+3x—§dx (1)

Fifthly: references

In the text, a reference identified by means of an author‘s name

should be followed by the date of the reference in parentheses.
When there are more than two authors, only the first author‘s
name should be mentioned, followed by et al‘. In the event that
an author cited has had two or more works published during the
same Yyear, the reference, both in the text and in the reference
list, should be identified by a lower case letter like ’a‘ and ’b¢
after the date to distinguish the works.

Examples

Nishimura (2000), Agindotan et al. (2003), (Kelebeni, 1983),
(Usman and Smith, 2001), (Chege, 1998; Stein, 1987a,b; Tijani,
1993,1995), (Kumasi et al., 2001) References should be listed at
the end of the paper in alphabetical order. Articles in preparation
or articles submitted for publication, unpublished observations,
personal communications, etc. should not be included in the
reference list but should only be mentioned in the article text
(e.g., A. Kingori, University of Nairobi, Kenya, personal
communication). Journal names are abbreviated according to
Chemical Abstracts. Authors are fully responsible for the
accuracy of the references.

Giesielski SD, Seed TR, Ortiz JC, Melts J (2001). Intestinal
parasites among North Carolina migrant farm workers. Am. J.
Public Health. 82: 1258-1262.

Stoy N, Mackay GM, Forrest CM, Christo?des J, Egerton M,
Stone TW, Darlington LG (2005). Tryptophan metabolism and
oxidative stress in patients with Huntington’s disease. N. J.
Neurochem. 93: 611-623.
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Reality and Ambitions of Teaching English Language In
The Higher Stage of Technical Education

*Nouria E. Ramadan
Zawia Higher Institute of Polytechnics

Abstract

Teaching English Language at technical institutions and teaching the
Language to unspecialized students , such as natural sciences and
applied sciences ,humanities, medicine ,...etc, encounters so many
problems in our country ,of the most important was the background
differences in the knowledge of English language among students of the
same class or group .it turned out , these differences has two origins, the
first came from school implemented disciplines , which include school
management , teachers commitment ,demography of the area . The
second however ,depends on the school specialty , whether it was in
medicine, engineering, basic science or humanities, Despite these
differences in many instances one finds in most cases one curriculum
for all including books ,exams , and perhaps audiovisual teaching
materials . Within this unorganized mix , we expect to find some student
that cannot differ the letters E,F,V,G ,P,B and J ...etc., and in the same
time we can find many students who are reading , writing ,and speaking
relatively good. We reached to a solution to these problems , as we will
see later , including , changes in the management , teacher condition ,
curriculum and students individual differences. Using small groups of
similar or close background level , and focusing on speaking
,comprehension , and understanding of the verbal language in the
context of related scientific terms.

For teachers, and management , the most effective method to upgrade
the efficiency and productivity is the program of during work
continuous training. finally for the curriculum problem can be solved by
invite experts to design the needed knowledge for each single class and
specialty .
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| — The Introduction

In many underdeveloped countries learning second language is
considered luxury , and from this point of view, which is applied for
Libya,where in 1985 and for the next ten years our children were
deprived by decision of the Minister of education from learning a
foreign language including the English language in all levels of the
educational systems , consequences of which many university graduates
still suffering .Since then our English teaching staff members, and,
students generated some kind of bad feeling toward the English
language and even after reinstating into the school curriculum , they
were not very enthusiastic to learn it, beside the above mentioned
effecting factors. Nowadays , after the freedom of the educational
policies from the imposed instructions we can still face many problems
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in this very important sector , which is considered to be the backbone of
the whole society , on which the manpower of all other sectors are spring
out .

Education process has five most important elements , in the absence of
any one, it will collapse, namely- The Student ,The Teacher, The
Management, and Curriculum and evaluation — for many years
educators studied the available theories to furnish a wide range of
solutions to any of the encountered problems in many fields of sciences
but in the recent decades there was a technological revolution in all
fields of education and especially in the applied sciences , accordingly
we are faced with new vocabularies , and terms that is not found before
, these vocabularies mostly used to indicate some kind of work or
perform functions for some kind of machines or operators .our duty as
educators is to bring by an easy way the concept of this vocabularies to
the mind of our students in any possible way and any possible available
means .This work can be done very well and can eventually will give its
fruits only f the five educational process elements are performing very
well and integrating overwhelmingly toward the same target , which is
the success of the learning process. In the next section we will shed the
light on how can the author manage to put beforehand some solutions
to the possible emerging problems in the educational process and
specifically in the field of technological terms and their concept , use
and its relative application in other fields .

Il — Aims of this work

This research aimed to bring to the attention of our leaders in the
educational system , the reasons of down grading of the outcome of our
educational program system , and to pinpoint the possible solutions to
the existed or expected problems in the field of English language
teaching in higher technology institutions. The infuses will be on the
roots or sources of the technological termsand its relations to the
intended concept using the available means and tools to be presented to
the students.

I11- Inquiry of the study
This study is aiming to answer the following questions :
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1- Do the current teaching methods of Technical English Language
and terminology satisfy the needs of students in the learning
process?.

2- What are the necessary changes in teaching procedures and
organizations to reach the required level of learning of English
technical terms and subjects?

3- What are the required changes in school management to fulfil
the standard levels of the educational process ?

4- How open classes and self learning effects students learning
accomplishment in English technical language and other topics?

5- Are all students have the same technical language background
?

IV — methodology

The methods used in this paper are comparative method using any
possible information about the relative elements represented in
interviews with different educators, school principles, working staff
members in the ministry of education and in job teachers .

V- Work strategy

As we have pointed out in the above sections , this paper considers
individually each of the educational process elements and tried to
analyze them ,focus on the irregularity in them and put from the of view
of experience all possible and suitable solutions, and the possible
predicted outcome if the solution were applied .We consider now
respectively the different elements effected by the educational process.

V-1-The Teacher :

Teacher is in fact is considered as a second father to many of the
students in basic and in the higher education level , where in many times
student would take the information from his teacher even if it is wrong
while , he would not accept it from his father or mother even if she was
right . from this ground the process of getting teachers well prepared in
all respects , is very important . our collected information about English
language teachers in Libya, and we found the following:

1) 30% of English language teachers are over 40 years old.

2) 50 % of the English language teachers are under 40 years old
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3) 20% of the current English language teachers are new graduates and
coming from other non-educational sectors of the ministry of
education .

From group (1) only 50 % of the working teachers have very good
records, evaluations, and they are good teachers in terms of knowledge,
commitment, and student success outcome, according to the ministry
records although some of them are very weak in the technical terms and
subjects . The rest of the group either they are old and cannot work
properly, or they are put on the reserve list. This group is also
distinguished by weak technology user, such as computers, net, and
other modern facilities, and hence not following the new scientific and
technological terms. This group also they frustrated because of the equal
small difference in payment between them and the new hired teachers.
The solution to the problems of this group is to classify them into the
following differentclasses:

A) Good working teacher with good records and practicing the

teaching process , they should be paid extra allowance of not less
than 50% of the normal monthly salary .

B) Old good teacher with very good record , can be assigned the job of
first or  (Senior ) teacher , who will have the role in school
supervision in English language ,he / she also can be paid an
allowance relative to his job.

C) Teacher of relatively good record and they are not teaching , or they
are on the reserve list , they should be present in the class with the
teacher of (A) and be assigned the same schedule of classes and
prepare the lessons and homework as the main teacher , so in the
case of absence of the main teacher she or he will be ready to
takeover the class .in this manor we are using all reserve list
teachers, ( even two reserves in the same class and in the same time
) also this method can be considered as training in the class,and
without leaving the classroom , in addition of the emptying the
teachers room from the crowd , which always creates problems to
the school management .
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D) The rest of the group who are not able to work and on the reserve
list, they can be giving the choice of early retirement, or be receive
the basic salary only and stay home .

The teacher of group (2) who has no good records , cannot be in group
(1), and has no experience or no teaching background they can be
enrolled in training course for no less than one year ,and cannot start
teaching before passes the qualification exam for them , if they do not
pass the exam they should retake the training course again.

Group (3), however they can have the choice of secretarial work or
return to the sector most appropriate to their specialty.

V-2 — The Management:

Management in any organization is very important, and for the
educational process, even more than any other function, because it
relates the student with the teacher and the curriculum .Any kind of
disruption in this relationship will disrupt the whole learning process.
Good school management should have very strict rule , regulation and
Disciplines , and implement all laws and regulations of the country
without any hesitation to any violator .Management always needs the
support and cooperation from the ministry , teachers , students ,
community surrounding the school. Finally management has to receive
the financial support from the local government, in order to keep the
building maintained in good state in all aspects.

V-3 —The Student

Students coming from many different backgrounds socially and
educationally should definitely have some kind of orientation at the first
few months of schools , but, with good teacher strategy they can be
learning along side by side with their classmates , where the teacher can
group them into small groups and communicate with them by using the
presence of his colleague in the class ( as we mention above ). Students
can be taken into field and entertainment trips, where they can see and
know many thing in live action, such as visiting factories , ports .banks
, airport ,...etc . this will give them very good chance to know and to
practice some of their language terminology and knowledge .
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V-4 —The curriculum :

Many countries of the world chooses their curriculum for the various
levels of the educational system , and many of them review this
curriculum every few years for perhaps the new emerging technologies
or change of the country strategies ( as in Malaysia ) , In Libya
unfortunately ,we have in the past so many changes in the curriculum
but with no studies of the reasons or the possible outcome of these
changes so the result was zero ( as in the specialized secondary schools
) which was not accompanied by the change of infrastructures of the
school buildings and equipment plus no training to the teachers .The
result is the collapse of the new applied curriculum .

VI-Continuous language training programs

VI-1- A continuous programs training and workshops for English
teachers and senior university students of English department, including
, field trips to the surrounding foundations ,Institutions Ports , Factories
, Government administrational buildings , for example Immigration and
Passports building , Ministry of agriculture , Health facility buildings
,University computer center, and commercial complex , where students
with their teacher can be acquainted’, with all of these places and their
functions ,constituents , departments and perhaps experience some of
the ongoing work all these practices could help the student to build his
knowledge and technical terms directly from the source .The teacher
always must bring to the student's mind , that these activities are part of
his learning process and not an entertainment trips , and it is subjected
to evaluation by oral or written tests and examinations, and/ or reports

VI-2-More than one teacher for one course (subject).As we have
indicated earlier many students can be easily distracted to the teacher ,
especially in some hard topics or at late time lecturers , this common
problem can be worse if the number of student are large , and if the same
teacher is given two or three subjects to the same group . This problem
can be solved if the English language subject can be divided into many
parts (for example , Grammar, reading , comprehension , oral , writing
, .... ) and can be presented to students by different teachers at least for
few weeks . Even in the case of few numbers of teachers available, this
can be managed or done by rotations among the teachers.
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Abstract

Microstrip antennas have some interesting properties that make them
attractive in various applications. Several analytical techniques are used
for the analysis of microstrip antennas such as cavity model, generalized
transmission line model, and the Fourier-Hankel transform domain,
however, there is no efficient design tool that has been incorporated with
a suitable optimization algorithm. In this paper, a Neural Network is
designed to be used for the synthesis of rectangular microstrip antennas
at a given frequency. Due to the high nonlinear behavior of microstrip
antennas, the suggested neural network is designed based on
experimental data collected from literature and used to find the
dimensions of rectangular microstrip antennas at certain resonant
frequency, the given results are then compared to simulation results
obtained by the commercial electromagnetic simulation tool, the FEM
based software, HFSS by ANSOFT.
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1. Introduction

Microstrip antennas gained large attention due to their
characteristics; they are electrically thin, lightweight, low cost,
conformable , easy to manufacture and can be produced as arrays.
However, they generally suffer from some drawbacks, like the narrow
bandwidth, and low power handling capacity (Balanis, 2005). Even
with the mentioned drawbacks the advantages of microstrip antennas
overcome the drawbacks and make them preferable antennas for
wireless applications like satellite, high-performance spacecraft,
aircrafts, missiles and mobile phones. They are in the category of
resonant type antennas which makes an accurate determination of the
operating frequency of the antenna an essential part of the antenna
design due to their small bandwidth (Balanis, 2005).

Several methods with various accuracy and computational efforts
have been studied and used for computing resonance frequency of
microstrip antennas. These methods can be broadly categorized into
three main categories: analytical, numerical and optimization methods.
Analytical methods based on physical phenomena and physical
assumptions that describe the radiation mechanism of the antenna
through the solution of Maxwell’s equation are the most useful ones.
However, due to various assumptions the accuracy of these methods is
limited within the restriction conditions of the antenna like the
relationship between substrate thickness and wavelength.

The numerical methods provide veritable results however, the
computational effort and the error outcomes of rounding are a
considerable trade off factors for accuracy. Changing the geometry and
the details of the antenna would require solutions to be redone (Guney,
2001). A more recent trend or the third category is the use of
optimization techniques and artificial neural networks (ANN) for
antenna design and analysis (Turker, 2006).

In this paper we are considering a simple ANN based on
experimental data from literature (Kere, 1998) for the synthesis of
rectangular microstrip antenna. ANN models due to their ability to learn
and adapt, their generalization, their online implement-ability, their fast
response and their small information requirements have been used lately
to solve microwave design and analysis problems and antenna design.
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Some of the optimization techniques used for antenna design are
presented in the literature and previous work; in (Davoody, 2008 )
genetic algorithms combined with cavity methods are used for
determining the radius of annular ring microstrip antennas, while in
(Furse, 2005) genetic algorithms are used to design a small size antenna
for body implanted devices, the synthesis of triangular antenna using
ANN was done in (Gunasekaran, 2005), in (Gunay, 2007) a hybrid
method combining neural network and fuzzy inference was design for
the computing resonant frequency of various microstrip antennas. The
novelty in this paper comes from the fact that synthesis is based on
experimental results and we are calculating the feed point of the coaxial
line.

It will be shown using electromagnetic simulation software that the
calculated frequency when compared to measured frequency always
results in some difference due to the approximations used software
packages programs. Hence a neural network based on experimental data
would provide more intuition and better approximation to what would
the result be in practice.

The paper is organized as follows, after the brief introduction, the
basic rectangular patch microstrip antenna is discussed, then the simple
structure of the artificial neural network is presented, section 4 shows
the data set used and implementation of the suggested ANN for the
antenna design, section 5 compares some of the synthesized antennas to
their counterparts using HFSS, then our work is concluded with
directions to further and future work in the area.

2. Rectangular microstrip patch antenna

A rectangular microstrip antenna consists of a two conductor
plates on a substrate of a certain dielectric, as shown in figure 1. Feeding
the antenna can be done in different ways depends on the application;
the antenna in this paper is fed using a coaxial probe as shown in figure
1.
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Figure 1 views of a rectangular microstrip antenna

The resonant frequency of the antenna and its input impedance
which determine the antenna operation depend highly on the antenna
dimensions and the feed point in our cases of coaxial fed antennas.
Various analysis techniques derive various formulas for the resonant
frequency, based on a transmission line method; the resonant frequency
is given by equation 1. (Balanis, 2005)

1

= 1
I e e (o) %
With L. is the effective length of the antenna and it can be found by:
The difference in length [JL is found by:

L 0412(enery +03) [+ 0.264]

3)
W (
h (Erefs — 0.258) [+ 0.8
And ¢ is the effective dielectric constant is given by:
12h, -1
(er+1) (& —D[l+7] 2
Ereff = — 5 T > 4)

Where:

gret dielectric constant of a given substarte and &,.55 is the ef fictive
dielectric constant

L: the length of the patch

:Lesris the ef fictive length of the patch

W: the width of the patch and h is hight of the substrate

f: the resonant frequncy
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As mentioned before, these equations are based on a significant
number of assumptions and approximations, were the results of the
equations need to be simulated in some CAD programs then modified
accordingly to get the correct resonant frequency for given dimensions
before manufacturing. Even after all of that, slight drift in the resonant
frequency would appear.

Nevertheless, the synthesis of an antenna for a given resonant
frequency needs more than finding the right dimensions and feeding
point. Other factors, like antenna gain, directivity and efficiency are
important factors and they need to be considered, however, in this paper,
our main concern is the resonant frequency of the antenna.

3. Artificial Neural Networks

Optimization techniques, among which are Artificial Neural Networks
or (ANN) proved to be very helpful in solving nonlinear problems in
electromagnetic, of these problems are antenna analysis and synthesis.
In this work an ANN (figure 2) is used for the synthesis of rectangular
microstrip antennas, the input layer consists of the substrate type,
thickness and operating frequency, the output layer gives the width,
length and the feeding point of the coaxial feed.

Various neural networks were used with different number of neurons in
the hidden layer were tested and 12 neurons for the hidden layer was
chosen.

4. Application and results

The proposed network was trained using the practical data in table
1, 32 antenna designs were used as a training set. The details of training
and network are shown in table 2.
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Figure 2 schematic diagram of the neural network used

The Levenberg-Marquardt optimization was used for training the
neural network and mean square error was used to measure the
performance of the Network. The performance of the network and the
validation and test results are shown in figure 3.

10°

Train E
“alidation [

2

10

)
o
-

2
(=]
]

Mean Squared Error (mse)

15 Epochs

Figure 3 Performance of the neural network
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Table 1 data set for training the neural network (Kere, 1998)

L) | wmy | FeRdpoint | Dieectric [y Gy
(GH2)
12.9 8.5 4.15 2.22 0.17 7.74
11.85 7.9 4.1 2.22 0.17 8.45
25 20 6.83 2.22 0.79 3.97
11.83 10.63 3.9 2.22 0.79 7.73
18.6 17.2 5.94 2.33 1.57 5.06
19.6 18.1 6.27 2.33 1.57 4.805
13.5 12.7 4.25 2.55 1.63 6.56
16.21 15 5.28 2.55 1.63 5.6
14.12 13.37 4.75 2.55 2 6.2
12 11.2 4.25 2.55 2.42 7.05
14.85 14.03 4.6 2.55 2.52 5.8
16.3 15.3 4.7 25 3 5.27
10.18 9.05 3.7 2.5 3 7.99
12.8 11.7 3.4 2.5 3 6.57
15.8 13.75 8.82 2.55 4.76 51
10.8 7.76 4.03 2.55 3.3 8
12.55 7.9 3 2.55 4 7.134
14.5 9.87 3.75 2.55 4.5 6.07
15.2 10 3.45 2.55 4.76 5.82
144 8.14 3.1 2.55 4.76 6.38
16.2 7.9 3.5 2.55 55 5.99
19.7 12 2.55 2.55 6.25 4.66
23 7.83 4.25 2.55 8.54 4.6
27.56 12.56 3.2 2.55 9.52 3.58
26.2 9.74 3.1 2.55 9.52 3.98
26.4 10.2 3.55 2.55 9.52 3.9
26.76 8.83 3.05 2.55 10 3.98
28.35 7.77 3.2 2.55 11 3.9
31.3 9.2 3 2.55 12 3.47
33.8 10.3 3.6 2.55 12.81 3.2
35 12.65 3.7 2.55 12.81 2.98
34 10.8 3.7 2.55 12.81 3.15
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The neural network was used to calculate the dimensions of various
rectangular microstrip antennas for given frequencies. The results of
simulation using HFSS showed a good results and agreement with the
neural network outputs. Table 2, shows the input and output to the
neural network for two different antennas.

Table 2. The input and output to the neural network for two different
antennas.

Antenna No. 1 Antenna No. 2
Freq. GHz | (er) h (mm) Freq. GHz (er) h (mm)
Inputs | g 25 2 75 2.2 3
Length Width Feed- Length Width Feed
point point
Outputs (mm) (mm) (mm) (mm) (mm) (mm)
16.25 18.45 491 9.80 13.89 6.3

Figure 4 shows the antenna design in HFSS while figure 5 shows
the return loss of the first antenna. It is very clear from that the return

loss figure that the resonant frequency of the antenna is very near to
the required frequency of 5 GHz. In the return loss of figure 5 it is
around 4.9 GHz.

20 (mm)

Figure 4 Antenna design using HFSS

It can be seen from figure 5 that the resonant frequency very near of
the requested frequency, and in figure 6 it’s again near to the resonant
frequency given to the input.
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Figure 6 return loss for antenna No. 2
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5. Conclusion

In this work an artificial neural network was used for the synthesis
of rectangular microstrip antennas. The network received the resonant
frequency of the antenna, the substrate height and dielectric constant
and returned the dimensions of the antenna and the feeding point.

For future continuation and improvement of this work different
antenna parameters can be discussed and added for the syntheses
process, such antenna gain, bandwidth, input impedance and directivity.
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PREPARATION OF ALUMINA (AL203)PARTICLES
ANDMMCS OF (AL-7% SI - 0.45% MG) ALLOY
USING VORTEX METHOD

Abdulmagid .A. Khattabi , *Ahmed. A. Hablus, , Siddig Dabbashi

Abstract

The aim of this research is to study the manner of alumina (Al203)
particles dispersion with (2-10) mm size in (Al-7%Si-0.45% Mg) base
of alloy melt employing of classical castingmethod. The mechanism of
particles diffusions by melt turning and stirring that makes vortexes help
the particles entrance in the matrix of base alloy also has been studied.
The samples of metallic composites (MMCs) with dispersed particles
percentages (4%-6%-8%- 10%-15% and 20%) are prepared. The effect
of the particles dispersion on the mechanical properties of produced
samples were carried out by tension & hardness tests. It is found that

the ultimate tensile strength of the produced composites can be
increased by increasing of the percentages of alumina particles in the
matrix of the base alloy. It becomes (232 Mpa) at (20%) of added
particles. The results showed that the average hardness of prepared
samples increasing with increases the alumina content. Microstructure
study of prepared samples was carried out. The results showed particles
location and distribution of it in the matrix of base alloy. The dissolution
of Alumina particles into liquid base alloy was clear in some cases.

Keywords— base alloy ,matrix , hardness, thermal properties, and
base metal MMCs

INTRODUCTIOIN

The hardening Baltstat is the important ways to increase the resistance
of metals and alloys , where it is Relay to prevent slipping or reluctance
of the movement of dislocations and does not happen formation and
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increased resistance Article This method is used heavily in the
preparation of particles of metal by powders , as well as materials that
are resistant to high temperatures where the dispersal of particles with
hardness high (oxides, carbides ) in soft materials with asmall hardness,
such as aluminum and copper alloys and using the old ways where they
can precipitate and dispersing different particles , such as graphite ,
aluminum oxide AL,03, magnesium oxide MgO,or carbide silicon
SICin aluminium liquid molten and so to get a composite material with
mechanical properties and thermal properties

The real theory of hardening by the particles is not known
conclusively until now that there are micro mechanisms to explain the
hardening in this way they found that some of them be true for the alloy
certain , but not true for another , but we can say that increasing the
hardness is associated with an

increased proportion of the disability movement dislocations in
general there is many researches has conducted to study the mechanism
for Relay where the researchers Subrn and andrus -2003 study[1].the
interaction of dislocations with particles scattered and found that the
dislocations that either cut off or separated particles deposited during
the course or the dislocations moving between these molecules and in
both cases the stress increasesAnd therefore need to dislocations to the
extra power for movement through the lattice has concluded by(Orwan)
[2].researchers (Abbaschian and B.F Quigly 1997) [3].found The most
important factors that affect the process of interaction between the
particle precipitates and dislocations is a region stressful high
proportion of emotion big this be true when you are particles contiguous
with metal base . the researchers (B.C.Pai and P.J. Rotagi-1990) [4].
study the preparation material overlapping of aluminum and graphite
He found that the process of CBS graphite powder increases the
susceptibility wetting of these particles in the metal base and lead to
improved resistance to fatigue of the material overlapped also
researcher (M.K.Surappa and P.K. Rohatgi)[5]. prepare a composite
material of alloy(AL-Si)Because there is a wide range of particles that
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are distinct from each other in the form or size and composition as well
as the reinforcement particles can be divided into two main sections as
in Table 1 In the material overlapped with the base metal MMCs
produced by using the method of dispersing the ground (matrix) [6], [7],
that are resisting the load master while working soft molecules as
Dispersive that means the process Relay get in the existence areas of the
molecules this is Prevent slipping in the atomic levels when the metal
exposed to external stress and then the resistance of metal distortion
increasing [8]-[10]

THE MATERIALS USED AND THE METHOD OF WORK

A. BASIC ALLOY PREPARATION

Alloy was selected (Al-Si-Mg) That is because for good advantage
and for good mechanical properties the alloy base prepared and
smelting (0.5kg) of the alloy (Al-12% Si), which have been processed
in the Technical Research Center in Tripoli, Libya, and put into a small
crucible using an electric oven ,The smelting process conducted at a
temperature of 750 °© C To ensure the completion of the smelting
process, and after confirming the completion of the process add pure
aluminum with a high degree of purity up 99.9% to the alloy for the
purpose of reducing the ratio of silicon to the required ratio, then added
weight (25gm) of MagnesiumAnd it is put in the form of small
cubesClosed with aluminum foil To ensure that no air go inside in order
to avoid oxidation which get negatively affect on the process of
plumbing and then transferred to the another oven at constant
temperature (750 ° C and after the completion of the melting Mg

After the completion of soluble magnesium is placed in molds
cylindrical steel-diameter (20 mm) and length (15 cm) as shown in
Figurel, and with heating the mold to a temperature of 250 ° C to
prevent sudden cooling and after the freezing of the alloy we take out
the sample from the mold then
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We get the alloy base, where it carried out the process of chemical
analysis using a spectral analysis of metals in the laboratories of the
Central Agency for technical research in Tripoli, Libya as shown in
table 1 and 2.

Table .1The chemical composition of the alloy base

Element Al Si Fe |Cu |Zn Pb Cv
Percentage% | Rem | 12 | 0.41 | 0.15 | 0.025 | 0.025 | 0.02

Table 2. The chemical composition of the alloy

Element Al Si |Mg |Fe |Cu |Zu Pb | Cr
Percentage% | Rem. | 7 0.45]0.410.15|0.025 | 0.02 | 0.01

Fig.1Model of the sample in a test of strength

B. Base Alloy Preparation

The (0.5kg) of the alloy base is smelted after cutting it for the purpose
of determining the desired weight and then placed in a crucible made of
aluminum and using an electric oven and raise the temperature to 750 °
C to ensure melting ingot fully and then transferred the Crucible to
another electric oven and fixed temperature at 750 ° C and then added
powder of alumina which have been saved at a temperature of 200 °
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Clnside a special oven to remove moisture, according to the following
percentages of alumina (4% , 6% , 8% , 10%, 15% and 20%) and using
an electric motor with speed at 400 rpm provider with fan of steel-
painted by( china clay) to ensure that not melting this motor To rotate
the molten .As a result of the impact of the vortex, which producesby
recycling then it is pulled powder of alumina to inside and distributed
where the period of rotation about 5 min, until the homogeneity of the
solution and then poured into the mold of Iron as shown in figuresl,2
This is process is refined several times for samples containing
proportions of alumina be added to the alloy base.

C. Hardness Test

A testing of hardness was done for the samples by using Vickers way
where was shed load of 25 gm for 10 sec. using a material made from
diamond square-shaped after that we took three readings were taken
for the average readings and calculate the hardness by using hardness
law

f*e— 3I6mm - I

' FSdmmm - = I

Fig.2 Casting mold samples for tensile test

D. Tensile Test

Tensile testing was performed on samples that have been prepared
from metallic composites (MMCs) and different proportions of
alumina under the standard (DIN 50125) they found the tensile
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strength , elongation ratios and total yield strength. Then compare it
with the alloy base Figure (3) shows tensile sample used in the
examination.

<
I, ———~{J
G S

R=6mm L =100 mm

Fig.3.Sample of standard tensile test used in the search

RESULTS AND DISCUSSION

By the results that have been obtained notethat ultimate tensile
strength of the material overlapped (MMC,) is increased that was
prepared from the alloy base(Al-7%Si-0.45Mg) and particles of
alumina (Al,03) and note that the increasing of ultimate tensile strength
of (179MPa) for base alloy when the Partials of aluminaratio is (20%)
where thelncrease in ultimate tensile strength is directly proportional to
increase the percentage of particles Dispersive.the relative amount of
elongation decreasing from 2.2% for the base alloy and become (0.6%)
When we add (20%) of the alumina particles as shown in table 3The
reason for the increase in ultimate tensile strength and yield strength of
the material is overlappedbecause particles of alumina entry in the
structure of the alloy base
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Table 3 Results of the tensile test material overlapped, which was prepared
from Al7%Si.45Mg

Sampl Original Alumina Ultimat Yield The
e No. metal alloy  particles e strengt  relative
% tensile  h amount
strength (MPa) of
(MPa) elongatio
n
1 Al7%Si.45M 179 136 2.2
g
2 Al7%Si.45M 4 188 138 1.7
g
3 Al7%Si.45M 6 196 140 1.45
g
4 Al7%Si.4A5M 8 202 144 152
g
5 Al7%Si.45M 10 212 146 0.9
g
6 Al7%Si.45M 15 225 150 0.8
g
7 Al7%Si.45M 20 232 154 0.6
g

Depending on the results that were obtained were created curves
shown in Figures 4-6 these curves shows the relationship between the
increase in the proportion of alumina in the base alloy with the
increasing of ultimate tensile strength and yield strength and low
elongation relative.
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Fig.4Ultimate tensile strength Vs the percentage of particles of added
alumina
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Fig.5 Yield strength Vs the percentage of particles of added
alumina.
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Fig.6. Elongation Percentages% Vs the percentage of particles
of added alumina

CONCLUSION

1 - Increasing of ultimate tensile strength of metallic composites
(MMCs) was prepared from the base alloy Al7%Si.45Mg and alumina
particles this increasing with the percentage of the weight of this
additive particles

2 - hardness values (Vickers) of metallic composites (MMCs) is
increased with the increasing of added percentages of particles. The
hardness of the upper part of the samples is greater than the rest of the
other parts where the particles are concentrated at the top in the samples
that have been prepared

3 - The addition of aluminum powder with particles of alumina
powder that helps in increasing the susceptibility of these particles in
the wet fusible base alloy and this is working on the introduction of a
larger number of these particles in the structure of the alloy base

4 - The larger number of particles added andDispersive in areas that
freeze in the final stages of the process of freezing
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Impact of Distributed wind power on the voltage
regulation of Distribution System
*Sattar Jaber Al-1sawi
Electromechanical Department, The college of Industrial
Technology, Misrata, Libya

sattarjaber@yahoo.com

Abstract - The aim of this paper is to determine the impacts of injecting
real power from wind power on distribution system, and how the
amendment to the distribution network using the suggested method is
programmed under MATLAB environment. Optimal allocation and
capacity of wind distributed generation (WDG) of distribution network
is determined by using a hybrid method employing genetic algorithms
found in the toolbox GAOT and power flow to the proposed network.
The analysis conducted on radial distribution system. It was find that
the optimal size and location of wind based Distributed Generation
(DG) determined to improve the voltage profile of the distribution
system.

Keywords: Power systems, Wind power, Distribution System, Voltage
regulation, Genetic algorithm, Distributed Energy Resources.

1. INTRODUCTION

The cost of energy generated by wind is competitive with conventional
power plants at many sites around the world. This has promoted
different strategies and plans to implement and to integrate the power
generated by wind into national and regional electric grids [1]. The
neighboring countries east and west of Libya have started to exploit this
resource with different scales ranging from demonstration projects to
commercial size wind farms [2]. Energy demand is expected to grow at
an annual rate of 1.4 percent between now and 2020 [3] and Distributed
Generation (DG) or the alternate energy systems is expected to play an
increasing role in the future of the power systems. The term Distributed
Energy Resources (DER) is used to refer to DG along with storage
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technologies such as batteries. The DG is defined as small-scale
generation (10MW or less) and can be interconnected at different load
levels (substation, distribution feeder or customer) [4].

2. IMPACTS OF DISTRIBUTED GENERATION (DG)

The power system is prone to failures and disturbances due to weather
related issues, accidents, human errors etc. Having the DG as a backup
source ensures the reliability of power supply which is critical to
business and industry. The overall reliability of the system can be
improved. DG can be used to continuous supply to some of the load
feeders using switch operations. As shown in Fig. (1), a fault occurs on
feeder 2, but continuous power can be supplied to load points B and C
through DG in the form of an island. Such an operation is termed as
islanded mode [5].

Island Mode

S 1 2 3
upply N B _ \ ot D(@

L] [r] ]

Figure 1. Island Operation

Another key DG application is that it can also be used in parallel to the
main grid as a support for the loads and also by injecting excess power
back to the grid network when the DG capacity is more than the required
feeder demand. The DG can help the main grid during peak load hours
when the feeder capacity is not enough to meet the demands of the
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customers. The load shedding can be avoided by having a DG support.
The DG helps peak shaving as shown in Fig. (2) that reduces the
customer electric bills and also improves the reliability of the system
[6].

With the growing use of DG, it is critical to study the impacts on the
distribution system operation. A DG installation increases the
complexity of the system and impacts the power flow and voltage
conditions of the system. The planning of the electric system comprises
of several factors: types of DG, capacity and number of the DG units,
the installation location etc [7].

NO DG
viith DG Dispatch

— Feeder Limit

AT,

LY v
o 2 4 & & 10 12 14 18 18 20 22 24
Hour of Day

DG Support

Substation gee |

Figure 2. DG in Parallel to the Main Grid

3. Voltage Impact
The distributed generation (DG) installation can impact the overall
voltage profile of the system. Inclusion of DG can improve feeder
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voltage of distribution networks in areas where voltage dip or blackouts
are of concern for utilities. The voltage from the substation to the end of
the feeder must be maintained at £5% of the nominal voltage [8]. Fig.
(3) Shows the effect of voltage drop along a feeder when the substation
voltage is maintained at 1.0 p.u, The bus numbers represent points along
the feeder.

Voltage profile

: : —+— Light load connected
0.99 —+&— Moderate load connected
30.98— -------- e TR —a— Heavy load connected d
1 ' :
'g O~97_ .:. -
| :
2096 TrE——e g
E ! ! ~——
8,0.95-“""“ i ....,....,,-?.“‘—~Tnj€;
= : : : :
. T
092 i i i i
1 2 3 4 5 6

Bus number

Figure 3. VVoltage profile[9]

KE=Lmu? =1(,0AX)u2
2 2 1)

where (A) is the cross-sectional area in m2, (p) is the air density in
kg/m3, and (X) is the thickness of the parcel in m. If we visualize the
parcel with side (x) moving with speed (u) and the opposite side fixed
at the origin, we see the kinetic energy increasing uniformly with (x),
because the mass is increasing uniformly.

The power in the wind, Pw, is the time derivative of the kinetic energy:
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TR S B
dt 2 dad 2 )

This can be viewed as the power being supplied at the origin to cause
the energy of the parcel to increase according to Eq.(1). A wind turbine
will extract power from side x, with Eq. (2) representing the total power
available at this surface for possible extraction [10].

4. OPTIMAL LOCATION AND SIZE OF DISTRIBUTED GENERATIONS

To locate wind power generator capacity based on the voltage regulation
for electrical distribution network, so that the voltage is within the
limits.

Vmin < Vn < Vmax (3)

And knead the importance of organizing the effort for the consumer and
its impact on the work of agencies in terms of increasing lifespan and

reducing losses in the electrical distribution network, where we are
working to adjust the voltage of each node at 1 and knead using Eq.(4).

Regzmini[\/n—ﬂ "

Reg is regulation voltage, V is value of voltage whit (p.u), and n is the
number of buses, So whenever the Reg smaller value the greater the
value of the voltage regulation, And we mean to improve the value of
voltage regulation is to make the value of fixed voltage as much as
possible when their standard values.

Working to determine the right place to connect the wind power
generator based on that the best place is the one who gives the lowest
value for, after plugged in everywhere and analysis load flow using
MATLAB way Newton-Raphson daresay every time the value of
voltage regulation of the Eq. (4) and then smoke the least value and
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which is which correspond to the best place to connect wind power
generator for voltage regulation. The process of determining location
and capacity for wind power generator in two phases, as in Fig. (4).

.

‘ Inputinitial data of network: |

]
o

‘ Load flow ‘
!

Choose another choose a location
Location L

k.
Caleulate the value of
voltage resulation

NO

(] L[ JO L0 [BO 0] 8L} SUTULE)8¢]

s this acceptab
r regulati

Print the best Location _/
GENERATE INITIAL -_\\
POPULATION

[
CREATE NEW POPULATION EVALUATE OBJECTIVE FUNCTION

BY USING GENETIC AND GENERATOR CAPACITIES BY
OFERATORS SOLVING POWEE FLOW

Oy ot o Apoedes oy sutne)ag]

FRINT ATHNESS FUNCTION AND
GENERATOR SIZES

>

Figure 4. Optimal Location and Size of Distributed Generations

4.1. Genetic Algorithm

Genetic programming is part of evolutionary programming inspired by
phenomena in the natural world. This kind of programming produces
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genetic algorithms, which are optimization techniques relying on
parallels within nature. The optimization technique requires a method
to measure how good the outcome.

A genetic search starts with a randomly generated initial population
within which each individual is evaluated by means of a fitness function.
Individual in this and subsequent generations are duplicated or
eliminated according to their fitness values. Further generations are
created by applying GA operators. This eventually leads to a generation
of high performing individuals [11]. The GA Toolbox uses MATLAB
matrix functions to build a set of versatile routines for implementing a
wide range of genetic algorithm methods, as shown in fig. (5). We
outline the major procedures of the GA Toolbox.

Initial Populations

v

& Calculating Fitness

M.-.w-.A.w.Ww.w»m«i.-mmmw-m-.sv.v.«-a-

"""""

Reproduction

!

Crossover

.’.-.va.-.t.-.-hv.WMm\kavI“-mmwm.wwwﬁ':

«— Mutation

A 1
QIR e e e T e e Ve Y e

Figure 5. The Block Structure of Controller Optimizing Process With
GA[12].
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5. RESULTS

after analysis the distribution network electrical proposed shown in Fig.
(6) using MATLAB and the application of Newton-raphson method and
then determine the appropriate place for the installation of a generator

of wind power.

The results of the study on the electrical distribution network proposed
in this research shown in the table 1.

-
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Figure 6. Connected DG locations to the electrical distribution network
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Table 1. shows results add DG to the network.
Bus No 1DG(MW) 2DG(M 3DG(MW

21 - - 97.019
23 123.944  90.959 137.910
24 - 181.71 75.421
Reg 0.38984  0.3510 0.34509

This table shows the weakest buses in the network and the capacity
required for each bus to get the best organization for the effort, and the
value of voltage regulation resulting. The higher value of the voltage
regulation as close as possible to zero whenever efforts were as close as
possible to one per unit. This can be illustrated by the results on the
electrical distribution network shown in Fig.(6). Results can review here
organizing effort that has happened to the network after the addition of
three DG in the following locations ( Bus 21, Bus 23, Bus 24 ) the
following capacities (75.5 , 97 , 138) MW, respectively. Shown in

Fig.(7).
Effect locate (DG) on the woltage regulation
befor (DG)
1061 after (DG) [|
N
tar )|
3 102r
o \
8 “ f
§ 1k N/ \ |
v \ Y |
Voo s
0.98+ |
\V/
0.96
r il r r r
0 5 10 15 20 25
bus number
Figure 7. Voltage profiles with and with out DG
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6. CONCLUSIONS

Distributed generation is expected to play a greater role in power
generation over the coming decades, especially close to the end-use low
voltage consumer side. There is a growing interest on the part of power
consumers for installing their own generating capacity in order to take
advantage of flexible DG technologies to produce power during
favorable times, enhance power reliability and quality, or supply
heating/cooling needs. The range of DG technologies and the variability
in their size, performance, and suitable applications suggest that DG
could provide power supply solutions in many different industrial,
commercial, and residential settings. In this way, DG is contributing to
improving the security of electricity supply.

Technology DG are worthwhile because of its many benefits to the
electric grid and the consumer is the most important include:

e Improve network reliability

e Near generation consumption eliminates the large transport
losses, especially when the space is vast and scattered population
example in Libya.

e Can operate DG in the absence of the electric grid to cover some
of the loads.

e Often rely on renewable energies (wind, sun,... etc.).

e Can work on energy storage in the case of lack of network loads
and provide energy at peak times.

Voltage regulation is important is for the consumer When the voltage is
within the allowable limits enhances consumer confidence and increase
the efficiency of electrical devices connected to the network.
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THE EFFECT OF COMBUSTION CHAMBER
DEPOSITS (CCD )ON HOMOGENEOUS CHARGE
COMPRESSION IGNITION (HCCI)
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Abstract—The goal of this work is to understand how the thermal
influence of combustionchamber deposits can be utilized to expand of
the operating range of HCCI combustion.In order to do this, two main
objectives must first be met; tracking deposit formationtrends in an
HCCI engine anddetermining the sensitivity of HCCI combustion to
CCD.This requires testing that demonstrates the differences in
combustion between a cleanengine and one with deposits coating the
chamber. This will involve a long-term test thattracks the effects of
CCD on combustion. The test will start with a clean engine. Onebaseline
HCCI operating point is maintained for the duration of the test during
whichgradual combustion chamber deposit formation will occur.
Combustion parameters,including heat release rates and emissions will
be tracked for the duration and comparedto the case of a clean engine
This work will begin by detailing the specifics of the test procedure
andmeasurements taken throughout the test. Then a review of the effects
of the gradualformation of deposits in the engine will be given.

Keywords—Fuels , Fuel Atomization ,Pattern Factor, Alternate Fuels
Combustion, Efficiency Gas Turbine Combustion ,Lean Blow Out,
Exhaust and Liner Wall Temperature

INTRODUCTION

Homogenous Charge Compression Ignition (HCCI) engines have the
potential toachieve diesel-like fuel efficiency while virtually
eliminating NOx and soot emissions.Realizing the full fuel economy
potential of the gasoline HCCI engine hinges upon ourability to expand
the operating range. Due to the strong dependence of HCCI
combustionto in-cylinder thermal conditions, understanding the effects
of changes in the thermalboundary of the combustion chamber is
essential for addressing combustion stability andHCCI operating limits.
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Combustion chamber deposits (CCD) are known to increase the
propensity of a conventional spark-ignition engine to knock through an
increase in local wall temperature, therefore it is expected they would
affect the main combustion event in an HCCI engine. The objective of
this work is to determine the effect of CCD on HCCI combustion. This
requires a thorough understanding of the effects of deposits on heat
transfer to the chamber walls. This experimental investigation was
performed using a gasoline fuelled single cylinder research engine.
Combustion  analysis is  performedbased on in-cylinder
pressuremeasurements and combustion chamber wall heat transfer
effects are characterized through the use of fast response thermocouples.
Using these measurements, it was found that there is a clear relationship
between instantaneous peak temperature phasing measured below the
CCD layer and the layer thickness. Based on these findings, a
methodology for calculating the thermal diffusivity of the deposit layer
was developed, specific for HCCI engines. These measurements were
also used to develop the Lead-Corrector method, which uses numerical
finite-difference based calculation of the deposit layer instantaneous
surface temperature to give insight into the direct effects of CCD on
chamber heat loss. It was found that the effect of deposit formation was
of a much greater magnitude on HCCI combustion than on standard
combustion modes. Specifically, it was found that reduced heat loss
during intake and compression resulted in earlier ignition timings
whilehigher wall temperature swings during heat release resulted in
shorter burn duration ofthe peripheral regions of the air/fuel charge. The
heat storage effects of CCD cause the range of operability of HCCI
combustion to shift downward in load value.

EXPERMENT PROCEDURE

Test Procedure - ‘Passive’ Conditioning

The goal of this testing is to determine the net effect of naturally
formedcombustion chamber deposits on HCCI combustion. A carefully
controlled test procedureis established in order to methodically track
changes in combustion parameters andquantify the sensitivity of HCCI
combustion to varying levels of deposit growth.Determining when CCD
formation rates in the chamber will reach an equilibrium point,i.e. after
how many hours of HCCI operation will the chamber become fully
conditioned,is of high interest as well. This test procedure is specifically
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referred to as ‘passive conditioning’ becausethe deposits created
throughout the test are formed by natural means. Nothing is done
toaccelerate their formation rates. This is intended to shorten the time
required to achieve a conditioned

combustion chamber. This will be discussed later.

EXPERMENTAL APPROASH

Combustion chamber deposit formation is affected by a range of factors,
i.e.mixture preparation, fuel properties, combustion chamber design,
wall temperatures, etc.Various ways of creating favorable conditions for
ignition in the HCCI engine, e.g. highcompression ratio, retention or re-
induction of residual, can be additional influencingfactors. There is no
previously published work involving both HCCI and CCD and henceno
base for hypothesizing about the magnitude of CCDeffects on
combustion. However,initial work hinted at a strong influence of
deposits on combustion in this specific engine[1],and that was utilized
to develop a procedure for systematic evaluation reported here. The test
starts with a completely clean ‘unconditioned’ combustion chamber.
Theengine operates at a standard representative operating point, listed
in Table 3.1, which isconsidered to be a medium load point for HCCI
operation in this engine. The duration ofthe test consists of running at
this same point as CCD accumulates over time. Changes incombustion
and heat flux are tracked at regular intervals by way of in-cylinder
pressuremeasurements and heat flux measurements, respectively. This
is continued until there isno longer any appreciable change with further
engine operation. At this point thechamber is considered ‘conditioned’
and the test is concluded. The engine did not run continuously for the
extent of the test since the size of thefuel accumulator limits operation
to 2 hours at a time. However, the test procedureensured that restarts did
not significantly affect the CCD formation rates. At thebeginning of
every new test cycle the combustion parameters were compared to
thosemeasured right before the end of the previous cycle to verify
consistency.
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Table 3.1 — Passive Conditioning Operating Parameters

Engine Speed 2000 rpm
Load 11 mg/cycle
Air/Fuel Ratio 20:1
Injection Timing EOI 318 °bTDC
Swirl Control Valve | Fully Open (minimum swirl)
Intake Air | 90°C
Temperature 95°C
Oil/Coolant
Temperature
RESULTS

A-Combustion and Emissions Results

The duration of the test was 40 hours. After approximately 34 hours
there were no longer any measureable changes in combustion and heat
flux measurements and it wasconcluded

that the deposits levels reached equilibrium. Additionally, by the end of
40hours, the speed of combustion had increased enough to be close to
the engine’s knocklimit.Figure 4.1(a, b) through Figure 4.3 (a,b) show
the evolution of several keycombustionperformance parameters as a
function of engine operation time. Figure 4.4 shows heatrelease results
for every ten hours of engine operation.Figure 4.1 (a,b) and Figure 4.2
(a,b) shows the evolution of 10-90% burn duration, ignitiontiming,
represented by 10% mass fraction burned (CA10), and peak pressure
(Pmax).There is a significant change in combustion from simply
running the engine for several hours. In general, combustion occurs
faster and closer to TDC as chamber conditioningprogresses. Burn
duration decreases by about 5 crank angle (CA) degrees, and
CAlOadvances by about 2.5 degrees CA. Changes slow down and tail
off in the last 10 hoursof the test. Cylinder peak pressure ultimately
increases from 35 bar for the clean chamberto 43 bar for the
conditioned.Figure 4.2(a,b) also shows combustion stability through
coefficient of variance ofmean effective pressure (CoV).The cycle to
cycle variability decreases significantlythroughout the duration of
testing. This is important when considering load operabilitylimits and is
thought to be primarily related to the advancing combustion phasing.
Figure4.3 (a,b) shows the changes in NOx and HC emissions throughout
the testing. As expectedfrom the increase in peak burn rates, nitrous
oxide emissions increase significantly while unburned hydrocarbon
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emissions decrease. It is speculated that the deposits on thechamber
walls raise instantaneous wall temperatures enough to reduce the
‘flame’quenching near the wall and in the crevices. The trend of carbon
monoxide emissionsfollows that of HC emissions. There were
essentially no smoke emissions throughout thetest.Figure 4.4 shows the
results of cycle heat release analysis performed on thepressure data
throughout the 40 hours. They are very consistent with
combustionperformance results. Starting from the clean case, heat
release rates increase in a gradualmanner during the first 30 hours of
operation. Ignition timing is advancing, although notvery rapidly, and
duration of heat release is shortening. In summary, peak heat
releaserates increase from about 18 joules per crank angle to about 27,
a roughly 50% increase. It is worth pointing out that while the formation
of a CCD layer on the surfaces of the combustion chamber will reduce
the clearance volume and thus increase the effective compression ratio,
this is not nearly enough to account for the changes in burn rates
observed during these tests. Based on sample deposit layer thickness
measurements taken from this engine, calculations indicate thateven the
most extensive degree of deposit coverage in the chamber would only
increasethe compression ratio a negligible amount.

B- HCCI sensitivity to thermal condition

A unique way of extracting insight about the nature of thermal effects,
includingdeposits, on combustion is to examine the spread of individual
cycles at differentoperating instances. When measurements are taken at
a particular operating point, 100successive cycles are typically
recorded. As has been done in the previous works, it iscommon to only
look at the average of all cycles. However, assessing the spread
ofindividual cycles reveals trends that are otherwise lost after averaging.
An assessment ofthe characteristics of individual cycles is the basis for
this section on HCCI thermaleffects. There have been several
experimental as well as numerical studies focused at understanding the
sensitivity of HCCI to thermal conditions,,[2,3,4,5]Sensitivity of HCCI
combustion parameters andlocal heat flux to variations in both
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coolant and intake temperature investigated by Changet al. [6]is of
particular interest for the present study. Specifically, the nature of
changesin near wall thermal conditions versus core gas temperatures
was compared. Just fivedegree changes in each (coolant and intake
temperatures) have a significant influence onboth ignition and phasing.
However, the nature of the impact of intake charge

temperature vs. coolant (wall) temperature is very different. As taken
from a clean engineand seen in Figure 4.5, examining individual cycles
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shows a very close correlationbetween burn duration and ignition
timing, when intake temperature is varied. The highcoefficient of
correlation (R2=0.92) confirms that all cycles follow the trend
closelythroughout the range of intake temperatures. The same was
reported by Sjoberg et al.[7]. In contrast, Figure 4.6 shows stratified
layering of data points corresponding todifferent coolant temperatures,
i.e. the increasing coolant temperature causes burnduration to decrease
more than what would be expected strictly from changes in
ignitionphasing. The resulting coefficient of correlation for all points is
much lower (R2=0.722).These differences illustrate the special nature
of the wall temperature effect on the totalheat release event. While
intake temperature has direct impact on core gas temperatureand thus
ignition, the coolant temperature variations affect near-wall regions and
bulkburning (50-90% MFB). In this light, it seems that CCD could
potentially have high aimpact on bulk burning as well, due to their effect
on dynamic variations of surfacethermal conditions

C. Comparison of Effects of CCD to Intake and Coolant
Temperature

Fig. 4.7 shows scatter plots of 10-90% burn duration versus 10% MFB,
atdifferent intervals of conditioning throughout the 40 hour test. It can
be seen that each setof points obtained at ten hour intervals moves to the
left and down, thus indicating anadvance in ignition timing and an
increase in the rate of burning. However, thecorrelation between the
ignition timing and burn duration is relatively weak, just as it wasin the
case of varying wall temperature. The distribution of points around the
regressionline and the calculated coefficient of correlation resemble
results in Figure 4.6. Theimplication of this is that again the reduction
of burn duration is not just a function ofadvancing ignition. In summary,
CCD affect ignition due to the variations in heat transferduring
intake/compression, but also produce an additional strong effect on bulk
burningdue to altered near-wall boundary conditions, surface
temperature, and heat flux.measurements obtained at 10 hour intervals.
Every set of points contains 100 cycles
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D- Quantification of Deposit Formation Levels

Using the Fischer Dualscope, detailed measurements of CCD

thicknesses were taken at multiple locations on the piston and head

surfaces after completion of passive conditioning. The measured values

in micrometers are indicated on photographs of the piston top and the

cylinder head shown in Figure 4.8and Figure 4.9, respectively. Photos
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allow detection of spray direction, since impinging fuel cleans the piston
bowl and the edge of one of the intake valves. The highest thicknesses
are seen around the periphery,since this is where average temperatures
are lower, promoting accelerated CCD formation. In particular, the
thickest deposit layer is found on the edge of the piston bowl. As the
fuel film forms and moves towards the bowl’s edge it cools these
surfaces andprovides plenty of fuel in liquid form for the bowl lip. The
surfaces of all four valves arevirtually clean. The temperatures on these
surfaces appear to be higher than the maximum for any CCD layer to
form.Another significant point is that the piston bowl remained almost
completely clean. This is obviously due to washing from the fuel spray.
These types of qualitative findings are confirmed by Cheng [8]and other
works [9,10], where some points are made regarding direct injection
gasoline engines and mixture formation peculiarities as a result of
injector spray patterns.

FIG 4.8 — Deposit layer thicknesses [um]on piston after 40 hours of
testing
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FIG 4.9 — Deposit layer thicknesses [um] on the head surface after 40
hours of testing

SUMMARY AND CONCLUSIONS

For this testing, the engine was operated over an extended period of time
to allowthe buildup of deposits and assessment of their effect on HCCI
combustion. Burn ratesbecame significantly faster as the test
progressed. Thus the main combustion event in anHCCI engine is very
sensitive to the presence of a deposit layer on the combustionchamber
surface. Full conditioning of combustion chamber walls was achieved
in fortyhours, as there were no further variations of combustion after
that period of time. Peakheat release rates increased 50% by the end of
conditioning.The analysis of individual cycles recorded during the
combustion chamber wasused to explore the nature of the CCD effect
on HCCI combustion. When a correlationbetween ignition timing and
burn duration is examined for a large number of cycles,groups of points
corresponding to different instants in the test are staggered,
suggestingthat burn rates change more than what would be expected
based solely on ignitionphasing. This is in contrast to the effect of
increased intake temperatures, where thecorrelation between ignition
timing and combustion duration is very strong. This leads toa
conclusion that deposits affect bulk burning near the wall more than the
core gastemperature at the end of compression. Consequently, the
thermal capacity of depositsand temperature swings at the surface are
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potentially more relevant than global reductionof heat loss due to their
insulating characteristics.

Even though deposit formation rates stabilized after 40 hours for this
testing it isnot to say that it would have not been possible for further
deposit formation to occur. Atother operating points, likely lower load
points, with varying injection timings andamounts, with different
coolant controlled wall temperatures; it is likely that further

increase of deposits coverage would occur. Conversely, it is also
possible that CCDlevels in the engine could decrease at a higher load or
wall temperatures, in affect burnoff deposit material.With that said, it is
possible that CCD levels stabilized not only because of higherpeak wall
temperatures but also because of the changes incurred in combustion.
As thetest progressed, burn rates increased, resulting in higher peak
cycle gas temperatures.This served as an additional factor influencing
deposit formation along with the changingthermal conditions on the
chamber walls. Compared to HCCI, the effect on heat releaserates in Sl
and CI engines is much less, as demonstrated in this work. In the case
ofthose engines, deposit formation rates eventually decrease solely from
wall temperatureseffects due to CCD insulation. This is a much different
problem for HCCI compared to Sland CI because there is such as strong
coupling between the formation of CCD andoverall combustion
characteristics.Regardless, it is difficult to attribute the stabilization of
deposits levels solely towall temperature effects. As found by many
before, including Nakic et al. [11]theminimum surface temperature to
prevent deposit formation is about 310°C. There is nochance that the
deposits layer surfaces are reaching that high of a temperature even
after40 hours of testing (this will be confirmed). There are other
additional factors to consider.This engine operates with high levels of
residual, about 45%, and at very lean air to fuelmixtures. Combine these
facts with the stronger combustion as a function of CCDformation and
it is highly likely that deposit growth will be limited, at this
operatingpoint.What is important to take away from this testing is the
thermal nature of the effectof deposits on HCCI. Also, that there is
clearly a very strong coupling between

combustion and deposit affected wall temperatures. How the deposits
form and at whatrate are only secondary to what implications they have
on HCCI operation. In a practicaldual-mode engine, it is likely that more
CCD will form during the Sl portion of operationthan HCCI, due to the
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higher fueling rates and the likelihood of cold starts occurringunder Sl
operation. But once transition to HCCI mode occurs, combustion will
beaffected by the present in-cylinder deposits. Regardless, the influence
on HCCI burn rates is much greater than ever encountered before with
other typical modes of operation. It isenough of an effect that control
schemes would have to be implemented in order tocompensate.This test
was run over 40 hours, but that is not to say the effect of deposits
willevolve and change over only long-term operation only.

REFERANCES

[1]. Giralp, O.A., “Development and Application of a Telemetry
System for Piston Surface Temperature Measurements in a
Homogeneous Charge Compression Ignition Engine,” MS Thesis,
University of Michigan, Ann Arbor, 2004.

[2]. Aceves, S., Flowers, D.L., Westbrook, C.K., Smith, J.R., Pitz, W.,
Dibble, R.,

Christensen, M., Johansson ,B., “A Multi-Zone Model for Prediction of
HCCI

Combustion and Emissions,” SAE 2000-01-0327, 2000.

[3]. Kakuho, A., Nagamine, M., Amenomori, Y., Urushihara, T., Itoh,
T., “In-Cylinder

Temperature Distribution Measurements and Its Application toHCCI
Combustion,”

[4]. Chang, J., Guralp, O., Filipi, Z., Assanis, D., Kuo, T.W., Najt, P.,
Rask, R., “New

Heat Transfer Correlation for an HCCI Engine Derived from
Measurements of

Instantaneous Surface Heat Flux,” SAE 2004-01-2996, 2004.

[5]. Richter, M., Engstrom, J., Franke, A., Aldén, M., Hultgvist, A.,
Johansson, B., “The

Influence of Charge Inhomogeneity onthe HCCI Combustion Process,”
SAE 2000-01-2868, 2000.

[6]. Chang, J., Filipi, Z., Assanis, D., Kuo, T., Najt, P., Rask, R.,
“Characterizing the thermal sensitivity of a gasoline homogenous
charge compression ignition engine with measurements of
instantaneous wall temperature and heat flux,” IMechE 2005 Volume 6,
pp.289-309, 2005.

185 *J9Y) O gbeall Calgal) 2014 4l 5 o slal Al Ada sinae aulall (§ 5in
*Corresponding author Copyright © STJ 2014


http://www.stj.com.ly/

Science and

Technology e — -
Journal — 0§ - 5 /\ﬁ

48 g o glal) Al
Published Online
in December http://www.stj.com.ly
2014

(9 AN Alaall giga oyl A
2014/ ssawd/ G

[7]. Sjoberg, M., Dec, J.E., Babajimopoulos, A., Assanis, D.N.,
“Comparing Enhanced Natural Thermal Stratification Against Retarded
Combustion Phasing for Smoothing of Hcci Heat-Release Rates,” SAE
2004-01-2994, 2004.

SAE 2006-01-1202, 2006.

[8]. Cheng, S., “The Impacts of Engine Operating Conditions and Fuel
Compositions on the Formation of Combustion Chamber Deposits,”
SAE 2000-01-2025, 2000.

[9]. Mackney, D.W., Calder, R.M., Macduff, M.G.J., Wolfle, M.,
Walter, D., Katers, D., Vietzen, R., “Reducing Deposits in a Disi
Engine,” SAE 2002-01-2660, 2002.

[10]. Owrang, F., Mattsson, H., Nordlund, A., Olsson, J., Pedersen, J.,
“Characterization of Combustion Chamber Deposits from a Gasoline
Direct Injection SI Engine,” SAE 2003-01-LIST OF

[11]. Nakic, D.J., Assanis, D.N., White, R.A., “Effect of Elevated Piston
Temperature on Combustion Chamber Deposit Growth,” SAE 940948,
1994.

ABBREVIATIONS
HCCI Homogenous Charge Compression Ignition

CCD Combustion Chamber Deposits
TDC Top Dead Center
CoV Coefficient of Variance
HC Hydro Carbon
CA Crank Angle
Cl Compression Ignition
Sl Spark Ignition
186 *J oY J giall il gall 2014 Ag&ill 5 o slal) dlnal dds sina aodall (3 58

*Corresponding author Copyright © STJ 2014


http://www.stj.com.ly/

Science and

Technology e — >
Journal — 0§ . 8§ /\<

A5l g o glal) Ao

Published Online . . . -

. . SN dldaall RIRAL

in December http://www.stj.com.ly «d : g:: s i
2014 2014/ e/ Tl

Study the Security Issues in Web Services

Rabee Hamza Gareeb
*AlmahdieAboubaker Ahmad

Higher Institute of Comprehensive

University of Zawia

Rabee7878@gmail.com Careers Sebha

Almhdie2@yahoo.com

Abstract

The World Wide Web (WWW)[1] is a critical enabling
technology for electronic commerce , building application , privacy
browsing and business on the internet. Web Server is a computer host
configured and connected to the Internet, for serving web pages on
request. Information on Public web servers can be accessed by people
anywhere on the Internet. Since web servers are open to public access
they can be subjected to attempts by hackers to compromise the server.
Hackers can deface websites and steal valuable data from systems. This
can translate into a significant loss of revenue if it is a financial
institution or an e-commerce site.

The paper objective is to study weakness points of web services
from the security point of view and trying to develop new secure web
browser software, that contains most security tools.

Introduction

The generic name of the collection of automated tools and
mechanisms designed to protect data and network object against
unauthorized access is called Computer Security. Security [1] in an
internetworking environment depends on the practical application and
number of fundamental security principles. The basic tools of
internetworking security deal with protecting the contents of
information either during transmission across a network or after being
stored on computers, and assuring the authenticity of network
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interactions. It also protects network resources and capability against
unauthorized access.
These three major aspects of internetworking security can be identified
as follows:

. Resource protection

. Protecting objects in networks from unauthorized access

. Safeguarding information transmitted between connected
computers over one or more networks against either active or passive
attacks.

. User authentication

Security Goals

Main goals of security in computer systems could be state as
follows:
Secrecy: Information is only disclosed to authorized users. A user
should be able to keep data secret. Mechanisms should be provided to
prevent other users accessing this information.
Privacy: Information is used according to its original goals.
Authenticity: It assures the identity of the entity. Data must be authentic,
when data comes from a given source S, the user must be able to verify
that S was the sender of the data.
Integrity: To ensure that information cannot be changed, neither by the
system nor by unauthorized users.
Availability: Authorized users can make effective use of a computer
system.

Security Policy

The security-related decisions you make [4] or fail to make, as
administrator largely determines how secure or insecure your network
is, how much functionality your network offers, and how easy your
network is to use. However, you cannot make good decisions about
security without first determining what your security goals are.
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Purposes of a Security Policy

The main purpose of a security policy is to inform users, staff
and managers of their obligatory requirements for protecting technology
and information assets. The policy should specify the mechanisms
through which these requirements can be met. Therefore, an attempt to
use a set of security tools in the absence of at least an implied security
policy is meaningless.
Protecting Services

Name Servers ( DNS AND NIS )

The Internet uses the Domain Name System (DNS) to perform
address resolution for host and network names. The Network
Information service (NIS) [6] are not used on the global Internet, but are
subject to the same risks as a DNS server, Name-to-address resolution
is critical to the secure operation of any network. An attacker who can
successfully control or impersonate a DNS server can re-route traffic to
subvert security protections. For example, routine traffic can be diverted
to a compromised system to be monitored or users can be tricked into
providing authentication secrets.

Password / Key Servers

Password and key servers [8, 10] generally protect their vital
information (i.e., the passwords and keys) with encryption algorithms.
However, even a one-way encrypted password can be determined by a
dictionary attack (wherein common words are encrypted to see if they
match the stored encryption).

Authentication / Proxy Servers

A proxy server [7] provides a number of security enhancements.
It allows sites to concentrate services through a specific host to allow
monitoring, hiding of internal structure, etc. This funneling of services
creates an attractive target for a potential intruder.
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World Wide Web (WWW)

The Web is growing in popularity exponentially because of its
ease of use and the powerful ability to concentrate information services.
Most WWW servers accept some type of direction and action from the
persons accessing their services. The most common example is taking a
request from a remote user and passing the provided information to a
program running on the server to process the request. Some of these
programs are not written with security in mind and can create security
holes

Firewall

Firewalls [1,4] are simply a device that shuts off everything, then
turn back on only a few well-chosen items. The reason to have firewalls
is precisely because security holes are left open accidentally. Thus,
when installing a firewall, the first thing to do is to stop all
communication. The firewall administrator then carefully adds "rules"
that allow specific types of traffic to go through the firewall

Secure Socket layer (SSL)

Secure Socket Layer (SSL) [2,5] was introduced with the
Netscape xprotocol on the web. Since the protocol operates at the
transport layer, any program that uses TCP (Transmission Control
Protocol) is ready to use SSL connections. The SSL protocol provides a
secure means for establishing an encrypted communication between
web servers and browsers. SSL also supports the authentication service
between web servers and browsers.

SSL uses X.509 certificates. Server certificates provide a way
for users to authenticate the identity of a web server. Web browser uses
the server's public key to negotiate a secure TCP connection with the
web server. Optionally, web server can authenticate users by verifying
the contents of their client certificates.
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SSL Architecture

SSL is designed [5] to make use of TCP to provide a reliable
end-to-end secure service. SSL not a single protocol but rather tow
layers of protocols , as illustrated in figure 2

The SSL Record Protocol provide basic security services to
various higher-layer protocols. The Hyper Transfer Protocol (HTTP) ,
which provides the transfer services for web client/server
interconnection, Three higher —layer protocols are defined as part of
SSL: the Handshake Protocol, The Change Cipher Spec Protocol, and
the Alert Protocol.

SSL SSL Change SSL Alert
Handshake Cipher Spec  Protocol HTTP
Protocol  Protocol

SSL Record Protocol
TCP
IP

Hidden Threats On Web:-

Browsing the Web can be a dangerous proposition. Virtually all
major Web browsers have significant security flaws, making it possible
for hackers to attack you when you visit a Web page that contains
malicious content. Despite the opportunities for attackers, the risks of
browsing the Web are not as great as they might appear. For one thing,
attackers cannot choose the time and place of the attack, but must wait
for a victim to come to their Web page.

Overview Of Spyware

Spyware [9] is a class of malware that collects information from
a computing system without the data owner’s consent. This data often
includes keystrokes, screenshots, authentication credentials, personal
email addresses, web form field data, Internet usage habits, and other
personal information. Often, the data is delivered to online attackers
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who sell it to others or use it themselves to execute financial crimes,
identity theft, or use it for marketing or spam.
Manifest Threats On Web

ActiveX Issues Overview:-

ActiveX technology [11] was developed by Microsoft for
Internet Explorer. The ActiveX object can be placed within a webpage,
and works differently from Java as the code is distributed as executable
files, and therefore only work on one platform. There are major security
risks regarding ActiveX objects. With Java you would have appropriate
policies settings in place to prevent java applets from doing intentional
harm to your system. For example, Java applets can't read or write from
a local drive on your computer. ActiveX however, has none of these,
they can literary do anything to your system. The security of an ActiveX
Obiject replies solely on the digital signature (called code signing). An
ActiveX object must be distributed by a valid Certificate from a CA
(Certificate Authority). The developer of an ActiveX object states that
the software is free from viruses and other malicious components when
the certificate is given.

Solutions proposed to solve some of these problems

User Authentication for Cookies

Table 1 Authentication Cookies

Domain Flag path  Cookie Name Cookie
Value Secure Expire

Ewgs.c TRU . 192.174.100. FAL 31/12/
om £ | IP_Cookie 38 SE 07

Ewgs.c TRU Pswd _Co Hashed pass FAL 31/12/
om E okie word SE 07

Ewgs.c TRU / Sign_Coo Signature_of  FAL 31/12/
om E kie User SE 07

There are three possible authentication methods for cookies;
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address-based authentication, password-based authentication, and
digital-signature-based authentication. Table 1 shows the authentication
cookies.

Address-Based Authentication

We use the IP Cookie, which grabs the IP address of the user's
machine for address-based authentication to protect malicious users
from impersonating the original owner of the cookies. Since the IP
address is one of the environment variables for a user on the web, it is
not difficult for a server to obtain the user's IP address and put it into the
IP Cookie by internal procedures in the server. Now, whenever user tries
to access the server that accepts the cookies, the server checks first to
see if user's current IP address is the same as the one in the IP Cookie
user sent to the server. If they are identical, the server believes that this
user is the real owner of those cookies.

It is very convenient for users to use their IP addresses as simple
authentication information, since users do not need to enter their
authentication information during communication between servers and
browsers.

The disadvantages of address based authentication could be stated as;
IP address may be dynamically assigned to user's machine whenever he
connects to the Internet. In this case, the cookies he received in a
previous Internet connection are not valid any more once the IP address
is changed.

Password-Based Authentication

To support users who use dynamic IP addresses or proxy
servers, and to avoid the IP spoofing, we can use password-based
authentication. In other words, if the server grabs user's password first
and puts the hash of the passwords into a cookie, call it Pswd Cookie,
servers can authenticate the owner of the cookie. User is required to type
his password for verification whenever he tries to access other servers
that accept those cookies.

If the hash of the password he entered is the same as the one in
his Pswd Cookie, then the server believes this user is the real owner of
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those cookies. Alternatively, servers can use encrypted passwords
instead of the hash of the password in the Pswd Cookie to authenticate
the owner of the cookie. As a result, no one but user can use those
cookies on the web. However, this mechanism requires users to enter
their passwords for authentication whenever they connect to the site, but
using an IP Cookie is transparent to users. Furthermore, it is vulnerable
to dictionary attacks, since hashed or encrypted passwords are revealed
in the Pswd Cookie.
1- Digital-Signature-Based Authentication

If servers know users' public keys, the digital signature
technologies can be used to authenticate users with cookies. To use this
method, the user needs additional browser software to generate a cookie
that contains a signed timestamp. For example, when user needs to
access a remote server, who knows User's public key, user's machine
generates a timestamp and creates the Sign Cookie, which has user's
digital signature (signed with his / her private key) on the timestamp.
When user connects to the server, he receives the Sign Cookie from user
and verifies the signature with user public key.

2- Cookie Filtering

Each type of Internet browser designates a particular place for
storing cookies. Internet Explorer (IE) has a folder Cookies\ where
cookies are kept as small individual text files, one for each cookie. In
Windows 98/Me, the IE cookie folder is a sub-folder of the Windows
folder. Windows XP has different folders, one for each user,
\Documents and Settings\[User name]\Cookies\. As part of a complex
caching scheme, pointers to IE cookies are also kept in the folder
Temporary Internet Files\.

Cookies [6] are commonly used to "maintain the state” (the
current or last-known status) of the session (time that you spend on a
site) as a user browses around on the site. For example, if you filled out
a form and decided to leave that for a moment to view another page,
when you come back to that form, the information that you already filled
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in would still be there. Without cookies, the site would not know who
you were.

On the web sites , Amazon and Barnes and Noble, they both use
a combination of cookies and online database to recognize you when
you return to the site as well as “remember” your earlier choices and
from those choices recommend possible book or music choices for you
on your current visit.

Solutions proposed in this paper.

In this project we propose a solution in four parts; a cookies
management tool an anti-virus testing program, a real time monitoring
program and a secure browser.

- cookies management tool

As a first part of this project we proposed a cookies management
system, as shown in figure 1. This software tool displays all cookies
information such as names and their values. In this way we can
distinguish the good cookies that we can keep from those bad ones that
we can delete.

= Internet History,cookies viewer E]@
Select date
C Histoy  Tempfles (& Cookies 160772007 ~|  Sunday % - -
ul lastaccesstime | expired tine hiiate | A
Cookierabee @youtube. com/ 16/07/2007 02..  12/06/201702.. R
Cookierabee@talkback. 2dnet com/ 16/07/2007 02...  16/07/200703.. 1
Cookierabee@cat inist fr/ 16/07/2007 02...  18/01/203802.. 3
Cookiecrabee@thealineed com/ 16/07/2007 02... 18/01/203802.. 3
Cookierabee @waws.gre.com/ 16/07/2007 02...  01/01/204602.. 4
Cookiecrabee @google.com/accounts! 16/07/2007 02...  18/01/203802.. 572
Cookierabee @ezineaticles.com/ 16/07/2007 03...  17/07/200702.. 2
Cookiecrabee @wordpress com/ 160772007 02... 18/01/203802.. 4
Cookie:iabee@attachments. techguy.org/ 16072007 02..  14/07/201202.. 10
160722007 02...  16/07/200702.. 1 3

test_cookie
CheckForPermission
doubleclick.net/
1024

2663185664
29869991
3478740256
29869983

r

Figure 1 Cookies management system
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& Internet History,cookies viewer =3
Select dale [tems number
it coie fopmm ) w0 I A
ol [ estaccesstme | epredtine | hivate | A
Visied Rabee@hitp://waw.google comvsearchicosceid=navelie.. 18/07/200702.. 11/08/200701.. °
Visied Rabee@Htp //waw linet com/msrgumng php 1807200702 1108200702 23

Visied RW!/WWW&:&WWmm 150772007 02..  1108/20070¢2.. 2
\md Riabe X Wsac:m’d&s’lml/ 1507/200702.. 11708200702, *
isied Fqlw(: I i/ 18/07/200702. 118200702 °
\wbd R:bee@ﬂln//wm qcocmk.odw hin 1807200702 110820070C..
Vicled Rabse@hitp.//1akback 2dnet com/520895880 i forw.,  15/07/2007 02..  11A8200702.. °
\isled Rabee@htip://w msicom tw/auobios/VerChk/ Seses asp  15/07200702. 118200702 6
Visied Rsbee@httn://maw. bhealineed con/conputen/0507290.,  15/07/200702.. 1A08/200702.. °
Vished Rabee@hitp/Visie. woudpress. con?2007/06/07 lovenie.. 1507200702 110820070,

LR IAS AARS AA e AR IAARS AX

2 Signin/ create account A
atick | discussion edit this page | history

Your canincen donafions heep Winioedia Mﬂin;.’*

HTTP cookie
From Wikisedia, hefree encyelopedia
The Free qu}kpdiu This artice 's about the HTTP state mechanism. For ihe small cake, see Cookie. For
navigation otheruses, see Cookie (dhsambiguation)
* Méinpage HTTP coekies, sometimes known 35 web cookies o’ just cookies, are parcels cf text sert
+ Contents by a senver 1o a web browser and ther sant back unchanged ay the browser each sime it 3
Fig :2 History management system
The Graphic User Interface (GUI) as shown contains
1- Cookies viewer (See Figure 1)
2- History viewer ( See Figure 2)
3- Temp.files viewer ( See Figure 3)
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= Internet History cookies viewer Q@'@

" History (¢ Tempfies (" Cookies 16/07/2007 = Sunday %

Select date Items number

ul | lastaccesstime J expired time
http: //cil. microsoft. com/pki/cil/products/CodeSignPCA.cil 16/07/2007 02:54:20 ¢~ 02/01/1601 10:00:00 1

X 18/07/2007 06:41:40¢ 4
http: /7. zdnet com/images/200609/bg_ttleBar_1x49 gif 16/07/2007 02:35:05 ¢ 02/01/1601 100000 5
hitp: /A, Rtnet com/msngr/msngr swi 16/07/2007 02.54:20»  02/0111601 10.00:00, 27
hitp://suggestqueries. google. com/complete/seaich?q=cookdoutp... 16/07/2007 01:59:41,  16/07/2007 025750, 3
http: /7w, google. com/mb/blank. himi? 16/07/2007 02:00:41 ¢ 02/01/1601 10.00:00¢ 15
hittp://wwe. google. com/mb/plus_sm.aif 16/07/2007 02:00:41 ¢  17/01/20380914:08¢ 19
http: //cat inist fi/images/bibliothequeZ jpg 16/07/2007 02.04:37 ¢~ 02/0171601 100000 1
hitp: //suggestqueries. google. com/complete/search?q=cookiekout.. 18/07/2007 02.25:26  18/07/2007 025750 2
hitp://upload. wikimedia. org/wikipedia/commons/thumb/c/cd/Coo...  16/07/2007 04:02:43  02/0171601 10.00:00, 3 v

- <feed xmins="http://www.w3.0rg/2005/Atom"

xmins: gtb="http:/ /toolbar.google.com/custombuttons /">

<id>http://toolbar.google.com/buttons/feeds /topbuttons/index.xml</id>

<link href="http://toolbar.google.com/buttons/" />

<link rel="self" href="http://toolbar.google.com/buttons /" />

- <entry>
ctitle>Add Google Blog Search Button</title>
<link href="http://toolbar.google.com/buttons/add?
url=http://toolbar.google.com/buttons/defs /google.com_blog_search.xml" />

<id>http://toolbar.google.com/buttons/defs/google.com_blog_search.xml</id>
<gtb:icon mode="base64" type="image/x-

Fig :3 Temp files management system

Furthermore, this software tool allows the user to choose a

certain date and list only the cookies of that date. This enables the user
to make a proper decision about deleting or keeping these cookies.

he software tool also allows the user to view the contents of the

cookies folder to see the web links visited so that the user deletes those
links that were not visited.

- Monitoring Connection in Real-Time

Spyware Firewall is a spyware guard that protects the computer

from spyware by monitoring the connection in real-time and denying
access to all spyware connections that occur. So spyware attempts to
communicate with user computer are denied and new spyware entering
into user computer when surfing the Internet are denied. Currently you
are possibly using a spyware scanner to scan your computer after the
spyware has been installed and then removing it in a similar manner to
the anti-virus scanners. That is OK and a necessary part of the overall
security scheme, but by that time communication between the computer
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and the spyware makers has almost certainly already taken place and
will continue to do so until you decide to scan the computer again.
Spyware Firewall takes a different approach. It identifies spyware
initially before it's downloaded and filters the communication at that
preliminary point.

The second part of the developed software tool is monitoring
connection in the real-time. Figure 4 shows this monitoring software in
action .

Possible functions of this software program are:

- Listing the currents open ports on your computer

- Detecting the possible intrusions by the most important Trojans

- Saving the attacks to a log file.

From figure 4 we can see a list of local and remote a activities monitored
by the developed software tool. This is done by filtering the packets and
listing them according to their local or remote IP addresses.
Furthermore, it lists the ports used by theses packets which enables the
user to stop any possible intrusion by clicking on "Kill" button.

For detail of default ports used by some known Trojan horses [10]
(updated 2/9/01), see appendix A.

Monitoring
ty Possibles Intrusions
Local IP I Local Port Remote IP I Remote Port State l Type l o
62,240.44.243 3328 64.112.229131 80 ESTAB TCP
62.240.44.243 3329 64.112.229131 80 CLOSE_WAIT TCP
62.240.44 243 3336 216.35.123.68 80 ESTAB TCP
62.240.44.243 3330 64.112.229.131 80 CLOSE_WAIT TCP
62.240.44.243 3337 216.35.123.68 80 ESTAB TCP
62.240.44 243 3331 64.112.229131 80 CLOSE_WAIT TCP
62.240.44.243 3326 216.356.123.107 80 ESTAB TCP
62.240.44.243 3332 207.38.10.61 80 ESTAB TCP
62.240.44 243 3334 216.35.19.146 80 ESTAB TCP
62.240.44.243 3338 216.35.123.81 80 ESTAB TCP
62.240.44.243 3322 216.35.123.81 80 ESTAB TCP
62.240.44.243 3335 216.35.123.66 80 ESTAB TCP
62.240.44 243 3339 216.35.123.81 80 ESTAB TCP
62.240.44.243 3340 216.35.123.81 80 ESTAB TCP
62.240.44.243 3323 64.112.229.131 80 CLOSE_WAIT TCP
62.240.44.243 3324 64.112.229131 80 CLOSE_WAIT TCP
62.240.44.243 3325 64.112.229131 80 CLOSE_WAIT TCP N
% Do ot show P 0.0.00 et127.0.0,1 | bt [iosaisean] [0 |G
Traiane tacted - N

figure4. monitoring connection in real-time

198 *J9Y) O gbeall Calgal) 2014 4l 5 o sla) Al 3da sine aulall (§ sin
*Corresponding author Copyright © STJ 2014


http://www.stj.com.ly/

Science and
Technology P —
Journal = N - 8§ }'\Q
A5l g o glal) Ao
Published Online
in December http://www.stj.com.ly
2014

(9 AN Alaall giga oyl A
2014/ ssawd/ G

- Antivirus Detection Security Program
A virus can be detected using either generic methods or specific
methods. The third part of the developed program shown in figure 6.5
is designed to test the anti-virus software by creating a test string that
triggers your anti-virus software. The test string is a recognized method
by the European Institute for Computer Anti-Virus Research
(Eicar)[10].

) Anti-Virus Test Program

T his program will test your anti-virus software by creating a test sting lhol iggers
yvowr anti-virnus software. The test string is a recognized method from ths
E uropean Institute for Computer Anti-Virus Research (Eicar)

When you press the button below, a text file will be created in the C:\ directory. |F
voLr anti-virus software is working cormrectly . you should get & message from your
software indicating that a virus was detected and/or your software will
automatically repair the problem.

When you press the Repaiwr-Check button. this program will look at the text hile to
see if the test virus string has been successfully removed by vour anti-vir
software. This button will also automatically kill the text file [C: \VIRUSTEST TXT)

T )
I% Press to create and hlgget the Virus Test smng l

Repair-Check I

View yvour Anti-Virus Fault Log to see exactly how your
software responded to the virus it encountered.

Fig 5: Anti-Virus Test Program

> | Anti-Virus Test Program (| =1] =3

T his program will test your anti-virus software by creating a test string that triggers
your anti-vinus software. T he test string is a recognized method from the
Euwropean Institute for Computer Anti-Virus Research (Eicar).

wWhen you press the button belows, a text file will be created in the C:\ directory. If
your anti-virus software is working comnmectly. you should get a message from your
software indicating that a virus was detected and/or your software will
automatically repair the problem.

wWhen yvou press the Repan-Check button. this program will look at the text file to
see if the test virus string has been successfully removed by vour anti-virus
software. This button will also automatically kill the text file ([C:A\VIRUSTEST. TXT)

—— =
|| Press to create and trigger the Vius Test String [I

l\/ilus Sring has been created

Repair-Check I

View your AntiVirus Fault Log to see exactly how your
software responded to the virus it encountered.

Fig 6 : Virus Created
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When you press the button (Create virus) shown in figure 6, a text file
will be created in the C:\ directory. If the anti-virus software is working
properly, you should get a message from Anti-virus software indicating
that a virus was detected and it will try to remove this virus. If no
message appeared or the file is not removed then the installed anti-virus
software is not good.

When you press the Repair-Check button shown in figure 7
below, this program will look at the text file to see if the test virus string
has been successfully removed by the anti-virus software. Otherwise
will automatically remove the text file (C:\VIRUSTEST.TXT) and
display a message says " Virus not removed! Check your Anti-virus
software".

] Anti Virus Test Program

This program will test your anti-virus software by creating a test string that triggers
your anti-virus software. The test string is a recognized method from the
European Institute for Computer Anti-Virus Research (Eicar).

When pou press the button below. & text file will be created in the C:\ directory. If
pour anti-virus software is working correctlys. you should get a message from your
software indicating that a virus was detected and/or your softvware wil
automatically repair the problem.

When yvou press the Repair-Check button. this program will look at the text file to
see if the test virus string has been successfully removed by vour anti-virus
software. This button will also automatically kill the text file [CAWIRUSTEST. TXT)

Press to create and tigger the Virus Test Sting I

[v rus not removed! Check your Anti-Virus Software!

/ l Fiopak Chock I

View your Antivirus Fault Log to see exactly how your
software responded to the virus it encountere:

Fig 7 : Repair-Check button

The secure browser
Figure 8 shows a newly developed secure web browser that contains
three buttons

- Cookie History Temp mangemant button.

- Connection Monitoring button.
- Anti-Virus Test button.
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2 Web Browser - HTTP 500 Internal server error

File Edit View Go Favorites Help

<+ = (<] oy (- Cookies History. Temp Connection Anti-virus
management

Address [http://wew.yahoo.com/

Back Forward Stop Refresh Home Search Monitoring Test

Sl ®

ij The page cannot be displayed

There is a problem with the page you are trying to reach and it
cannot be displayed.

Please try the following:

Open the w
links to the
Click the [3)
Click @3 S

You can als

home page, and then look for

ee a list of related

HTTP SO0 - Internal server error
Internet Explorer

Fig 8: secure web browser

Results On Scanit NV/SA
This new browser has been tested using on Scanit NV/SA[10],

the security company Scanit is an IT security boutique specializing in
ethical hacking, penetration testing, vulnerability assessments and
security configuration reviews.The complete Scanit NV/SA Tests are
listed in Appendix B.

Comparision between Internet Explorar version 6 & the new secur
browser

Figure 9 below show the running browser security test of IE

browser.
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scanit. be/beheck/session/sid 23001 dd6Bf6c9falfc5ibef17 71554 fa/main (rames.php7les - Microsoft Internet Explorer

2k nutp://be heck

Fie Edt Wiew Favorites Tools Help
Qoo - D  [x¥] [B) €| SO soorch iy ravorites @Prede &) 3~ o [ J = o=
Address @) = N -
Google |G~ Vo RE O O~ G~ G B~ 3 Bookmaks~ Bh494 bocked | D Check ~ @ settings~
o @Microsoft Internet Explorer
@ browser security test <canit ML S Sl as e

Vulnerability (bid11467)

Browser Security Test is running.
Running the tests. Please wait

Running test number 2 out of 21

Quick Help
Test does not start? Click has 1o report the problem
Foryour convenience we liste d below the answers to some questions you might have during the test

1. 'Wnat do | do with all those opon Windows?
Please don'tclose them until the test is finished

2. ltasks me if wantto open a file. What do | do?
Please click"Cancer

3. Media Player gets Stanted. vWhat do 1 do with it?
You can close it

4] Running test number 2 out of 21 D Internet

Fig 9 : IE Browser security Test

- The results of browser security test of IE browser
High Risk Vulnerabilities 4
Medium Risk Vulnerbilities 7
Low Risk Vulnerabilities 0
Figure 11 below shows the running browser security test of the new
browser.

N ] 2 Powered by ) £
l4=&3  browser security test  Samt
Process Risk Management
Eﬁ%d Way For Geeks To PSM, PHA, HAZOP, QRA, SVA Consulting,
Access PCs from Anywhere Free Training, & Softvare

Eeedback form | Sian up for new tests notifications | Statistics | EAQ | Home |

Browser Security Test Results
Dear Customer,
The Browser Security Test is finished. Please find the results below:

High Risk Vulnerabilites 4
Medium Risk Vulnerabilities 7

Low Risk Vulnerabilites 0 [ Presemery | BN | | ]
T omd |

Warning: The test does not check for WMF W you use Windows, run Update or getthe "

patch.

New bugs keep coming! Sign up for announcements of new tests
Questions about the test? Read the FAQ.

Still having questions? Send us your feedback
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Fig 10 : results of browser security test of I1E Fig 11 :The results of the new
browser browser

The monitoring connection in real-time is working and the message
alarm to remove possible intruder IP is appear.

- The results of browser security test of the new secure browser
High Risk Vulnerabilities 1
Medium Risk Vulnerbilities 3
Low Risk Vulnerabilities 0

[ Web Browser- Browser Security TestRosutts_________________________________|-.=|x]
e 2 0 B o @

Back Forward Stop Refresh Home Search

B [ ]
@ [] Browser Security Test
Local IP
2

[Locaiport | Remote P [ Remote Port
62240442 3776 20085135166 60
62240442 3761 1951317.178 80
62240442 1900
62.240.44.2 123

Eeadback form | Sign up for new fest | Statistics | FAQ |

Browser Security Test Resuits

Dear Customer,

High Risk Vuln:
Medium Risk
Low RiskVulnerabiiities 0

Do not show IP 0.0.00 et127.0.01 ) R

Ticiens tested — 0
not check for WME wuinerability. il you use Windows, 1 un Windows Update or get the

Warning: The t
patch

New bugs keep coming! Sian up for announc

Questions about the test? Read the FAQ
Still having questions? Send us your feedback

Want to know how everyone else is doing on Browser Test? Check our statistics.

Fig 12 : results of browser security test of the new browser

Table 2 : The Browser Security Test Results
Proposal web

Web Browser Internet Explorar 6
browser
High thc,lf 4 1
Vulnerablities
Medium Risk 7 3
Vulnerablities
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Low Risk

Vulnerabilities

Tabel 2 shows security results. From this table we can note the total Risk
Vulnerabilities of IE browser is (8) compared to only (4) found in the
new browser proposed by this project.

- Results of the Antivirus detection security program on The
secure browser proposal
This teste is carried out on the following three antivirus softwares (AVG

Antivirus, Norton Antivirus, McAffeeAntivirus ). These are the most
used antivirus software.
The result of three softwares as follow :

1.

AVG Free Edition is produced and supplied by GRISOFT (The
last update of data base is 31-8-2007 , The AVG Faild to detect
the Virus which means it's not thrust to save Operating system
from online malicios programs see figure 6.13

Nortan Antivirus is produced and supplied by SYMMANTIC (
The last update of data base is 15-5-2007 , Nortan Antivirus is
success detected the virus and alarmed which means your Anti-
Virus is trusted to save in the Operating system from online
malicios programs see figurel4

McAffee Antivirus is produced and suplied by McAffee
Security ( Tha last update of data base is 30-9-2007, McAffee
Antivirus is success detected the virus and alarmed which means
your Anti-Virus is trusted to save in the Operating system from
online malicios programs see figure 15
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[Vris ek e Choch sons ety s Sl

Virus Alert

@ High Risk

Norton AntiVirus has detected and removed a virus from your
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Fig 14 : Norton Antivirus Test
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7S 54 ©F VirusScan On-Access Scan Mescapes

) #afl File view Options Help

irusScan Message

test your anti-virus softwarl

ooy e de Dateand Time :  9/30/2007 5:58:06 PM

Pathname ; CAVIRUSTEST, TXT

E Message : virusScan Alert!

the button below. a te:t fi Detected As: EICAR test file =
tware is working correctly,
1g that a virus was detectel State : Moved (Clean faled because the file isn't cleanable)

sif the problem. Close

the Repair-Check button, § Nome In Folder Source Detected As Detection Type  Status Date a

15 stiing has been succes4 VIRUSTEST EICAR testfils  Test File Moved (CL
stton will also automaticall)

Press to create and tigd

43 Sring has been created|

Repai

Fig 15 :McAffee Antivirus Test

Conclusion

The internet bowering security is a subject of many researches,
and still unachieved as an efficient system to be trusted. This type of
research needs more handwork than other researches, because every day
the Risk vulnerabilities arise and it will become more complicated.

In this research, the implementation of new security measures
comprise four parts; a cookies management tool an anti-virus testing
program, a real time monitoring program and a secure browser. In the
first part of this project we proposed a cookies management system, to
view the contents of the cookies folder and to see the web links visited
so that the user deletes those links that were not visited. In the second
part, we developed a software tool to monitor the connection in the real-
time, list the current open ports on the computer and detect the possible
intrusions by most known Trojans. The third part of the developed
program is designed to test the anti-virus software. The fourth part is
newly developed secure web browser. This browser was tested using
Scanit NV/SA security software. Security results were compared to the
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Microsoft Internet Explorar (IE) version6 since it is most widely used
internet browser. The total Risk Vulnerabilities’ found in the new
browser is only (4) compared to (11) found in the Microsoft Internet
explorer.
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Abstract :

The purpose of this study is to investigate maintenance and
production problems in the cement industry in Libya with particular
emphasis on Total Productive Maintenance (TPM). The paper presents
the use of case study approach of production data and history, field
visits. There is no clear TPM strategy and it has been also found that the
lack of training and personal development is the main cause of this
problem. In addition, employees are found not to be motivated as a
result of the lack of poor management strategy and reward structure.
Based on the findings, a new framework for TPM has been developed.
This TPM strategy could be implemented in other Libyan factories as a
result of the potential similarities in the cultural and environmental
aspects. The comparative analysis is developed into a model for
international strategy design and implementation. The paper highlights
limitation is the cement factories in Libya in relation to TPM and
production strategies. The importance of adopting a realistic strategy
and framework by managers is discussed. This work is developed as
collaboration between Academia and Libyan Cement industry for
solving productivity problems and develop a strategic framework of
TPM for improving the Libyan industry.

Keywords- Total Productive Maintenance, Libya, Cement production.

1. Introduction

The international competition and the demand to increase productivity
of manufacturing and production lines have attracted the management
of industrial organisations from a wide spectrum to implement Total
Productive Maintenance (TPM) as a tool for improving productivity and
system's output. Total Productive Maintenance (TPM) is a maintenance
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program philosophy which is similar in nature to Total Quality
Management (TQM) in many aspects, including the total commitment
of height level management to the TPM programme, employees must
be empowered to take initiatives and corrective actions, and continuity
and long term strategy is needed as TPM is a continuous process (Chan
et. Al. 2005); (Shamsuddin et. Al. 2005). The implementation of the
available technology and cultural change of employees and
management are also necessary to achieve the objectives of the process.
With the implementation of TPM, maintenance is no longer the
necessary evil, but it is a vitally important part of the business. The
general vision of TPM eliminates any ‘conflict of interest' between
production and maintenance departments. If the objective is to optimise
the performance of the production line, it is important to integrate both
activities in a comprehensive strategy. Down-time for maintenance

*PhD degree 2011 in mechanical engineering from Nottingham Trent University -
UK
Lecturer in Higher institute of poly-technical — Misurata -Libya

should be scheduled as an integral part of the manufacturing process.
Total Productive

Maintenance is often defined as “Productive Maintenance involving
total participation” (Eti et al..S.D 2006, Bamber et al. 1999). The
objective of TPM is the continuous improvement that embraces all
aspects of an organisation. In general, and according to (Bamber et al.
1999) and (Sharma et al. 2006) TPM involves maximising the
utilisation of equipment to establishing a comprehensive approach
towards maintenance of equipment during the entire product life span,
implementing TPM by many departments including production,
maintenance and management, involving all employees from top
management to shop-floor workers, promoting preventive maintenance
through staff motivation and raising productivity while, at the same
time, improving employee morale and job satisfaction. However,
implementing TPM might not be an easy task. According to (Al-
Habaibeh et al. 2004) ; (Ahuja et al. 2008) several aspects could
influence the successful implantation of TPM including lack of senior
management support, lack of budget or investment, pressure of
workload, confliction of management initiatives, inefficient use of
maintenance staff and senior management’s tolerance of poor
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performance. In recent years, Libya has focused on improving its
industry in general and the cement industry in particular. ( Hokoma et
al. 2008) have presented a comprehensive research work in relation to
TQM, JIT and MRPII within the cement industry in Libya. It has been
found that there was no clear strategy in relation to the above areas (Rod
et al. 2008) in this paper, the authors investigate TPM and maintenance
strategies in relation to the cement industry in Libya taking into
consideration diversity of aspects on different management levels.
Other recent publications, see for example (Azmi et al. 2004); (Bindra
et al. 2004); (Hokoma et al. 2006a) has also presented investigations
within the industry in Libya from various context.

2. Maintenance Strategies:

For far too long, failures of machines have been thought of as inevitable
events within any production system and engineers used to consider
maintenance as repair operations. There are mainly three kind of
machine maintenance (Al-Habaibeh 2005) and (Kegg 1984): unplanned
breakdown maintenance, planned schedules maintenance and
Condition monitoring Based Maintenance (CBM), see Figure 1.
Unplanned maintenance and unpredictable failure of machines have a
crucial effect on the efficiency of the production system. Low reliability
of machines increases downtime, consequently causing unnecessary
and unexpected costs. The planned scheduled maintenance is normally
based on the statistical analysis of the machine failure history and
maintenance recommendation of machines/spare parts manufacturers
that normally include unnecessarily high factor of safety (Graisa & Al-
Habaibeh 2011). The third type of maintenance strategies is the
condition monitoring based strategy. It is a planned maintenance based
upon measuring the conditions of the critical elements of the machine
during operation. The analysis can be done to predict the time to failure
and thus allow maintenance to be planned (Kacprzynski et al. 2000);
(Khamba et al. 2008) condition monitoring can decrease breakdown
costs by enhancing preventive maintenance scheduling and
effectiveness of maintenance operations.
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Maintenance Strategies

\/

|

I
l

13

Unplanned
Maintenance

Scheduled
Maintenance

Condition Based
Maintenance

(CBM)

Follow the
maintenance
schedule regardless
of the condition of
the machine

Keep waiting,
if there is

a breakdown
or fault,

fix it

Check the
condition of the
machine, if a
fault is
developing,
fix it.

Figure 1: The main three types of maintenance strategies.

CBM is an evolving area of condition monitoring. In terms of the future
of CBM, “it can be concluded that the future technical development
might or should be heading towards prognostication and calculations of
remaining useful life” (Marcus 2004);

TPM integrates the above maintenance strategy in a comprehensive
strategy with production and select the most suitable maintenance
procedure that could be used to produce the most suitable (Gustav. F &
Anna, L. 2012).

2. The Cement Industry in Libya

Libya post 1969 has witnessed considerable industrial and urban
development. City of Alkhums was one of the cities where several
cement factories were built because of its strategic location and the
availability of the necessary raw materials for cement production. The
National Cement Company (NCC) is one of the largest companies in
Libya and one of the largest producers in North Africa. NCC is located
in the North-west region of Libya. It has a cement production target of
1,330,000 tonnes per annum. NCC also has additional manufacturing
facilities, for example, it also produces gypsum, lime, factory bags,
factory block, marble, concrete plant and Cement mixes. The company
comprises two Cement factories. The first factory (LCF) was built in
1979 at Alkhums (Libdah) which is 150 Km west of Tripoli. The second
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was built in 1968 near Alkhums (Margeb) city which is 120 Km west of
Tripoli (MCF). It was designed for a production capacity of 330,000
Tonnes per annum.. This factory has also been designed for a production
capacity of 1,000,000 Tonnes per year. The cement produced from the
two factories is for internal consumption due to the fact that the total
production is required for the infrastructure of Libya. NCC produces
cement according to specific Libyan specifications, which are similar to
those of British Portland cement. It uses a dry process method in all
factories. The management structure of NCC has a centralised
management system (i.e. Head Quarter) to control all factories and
plants which is located at Alkhums city due to its central geographical
position. This paper is part of a comprehensive research work which
was initiated by NCC to address the problems which the company is
facing and develop an improved TPM strategy to enhance productivity
and reduce cost.

3. The Investigation of the Cement Industry

In order to help the management to identify the main problems facing
the two factories and identify a suitable strategy for improving the
production in the two factories a comprehensive study has been initiated
which includes analysis of the production data and productivity, field
visits to identify some the main problems, questionnaires to technical
staff at all levels and interviews with middle and top managers. This
paper will present and discuss the main results addressed in this
investigation and more detailed will be presented in future publications.
The field visits in the two factories included the main ‘obvious to see’
issues that could be addressed. In order to develop a good benchmark, a
visit to a UK cement factory has been also included for comparison. The
results see Figure 2; indicate that there are poor maintenance
procedures, lack of organisation and negative effect on the environment
within the Libyan factories. Figures 2-a and 2-b indicate poor
maintenance of filters in one of the factories which has negative effect
on the environment. Figure 2-c indicate s a comparison between UK and
one of the Libyan factories in relation to storage of material and the
general organisation of the plant.

It has been found that there clear need for using the Five S's
methodology to focus on organisation, cleanliness and standardisation
to improve profitability, efficiency, service and safety. Figure 2-d
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indicates the health of some of the equipment and the level of
maintenance within the factory. From the field visits, it has been found
that there is significant need to implement TPM within the Libyan
cement industry to provide high productivity and improve maintenance
strategy. Based on the initial field work, analysis of the production data
has been collected and analysed, as described in the next section, in
order to understand the history of the two factories and in order to
develop a comprehensive view and analysis.

3.1 Productivity data Analysis - a case study

Figure 3 presents the production (in thousand Tonnes) of the two
factories between 1993 and 2006. It is clear that there is significant
variation in the production over the years. It has been found that the
majority of the fluctuation in the production of the factories is based on
changing in shift hours, failure of equipment and lack of spare parts, etc.
It has been found for the analysis that there is clear indication that there
is a need for TPM in order to maintain production on a constant and
productive level.
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Figure 3: The production of the two factories between 1993 and 2006.

In this paper, the data from LCF will be analysed in detail to represent
some of the common problems in the two factories. The Libdah factory
(LCF) is designed to produce 1000000 tonnes annually (based on 24
hours a day operation), in order to satisfy some of the local consumption
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of cement in Libya. Figure 4 presents the production of the Libdah
factory from 1981 to 2008. The actual production in the factory started
in 1981 with a production of 470000 Tonnes, which was less than 50%
of the design capacity of the factory. This is related mainly to the need
for experienced workers and training of employees. There was lack of
focus on maintenance strategies or maintenance training at the start of
production. Between 1982 and 1983 the production increased to about
700000 Tonnes (point A on Figure 4). However, the production dropped
down between 1984 and 1986 reaching its lowest level of about 220000
Tonnes (point B). This drop was mainly caused by the need for
maintenance experience and strategies which were needed to maintain
the factory to the right standard. As a results of the problem, new group
of maintenance and production engineers where employed to improve
the factory's performance. There was steady increase in the production
of the factory between 1986 and 1993 (between points B and C). During
1993 (point C), the factory had reached its maximum production level
of about 840000 Tonnes. This simply was the maximum capacity that
theoretically could be achieved from the factory based on the actual 20
hours operation a day.

AT
R o i Vi o

. J

Production (Million Tonnes)

1980 1985 1990 1995 2000 2005 2010

Year

Figure 4. Cement production in million tonnes in Libdah factory.
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The main reason of achieving this maximum productivity was the
introduction at the end of 1992 to a new department to the factory,
named (Maintenance Research and Development) which focused on the
development of integrated production and maintenance strategies with
Total Productive Maintenance as the main aspect of the strategy. The
new department realised that the factory had two shifts only (8 hours
each). The factory operated from 7 AM to 11 PM. This meant that the
factory had been working at a maximum production level of about 67%.
(i.e. 670000 Tonnes annually). Each shift normally included one
technician, two electrical engineers, three mechanical engineers and
four general service workers. Without the use of any additional
resources, the new management changed the culture of the factory by
introducing three shifts and extending the working hours of the factory
into 20 hours and raising the theoretical production capacity of the
factory into about 84% (i.e. 840000 Tonnes Annually). In order to
create the motivation and incentives to the new shift culture, the
production of each shift was monitored and displayed on a production
sheet in the factory. The management awarded the shift with efficient
and highest production a certificate of achievement which was
displayed in the factory. Moreover, another certificate of achievement
was given to the shift with maximum production on monthly basis. The
staffs of that shift were awarded an individual 'Champion Certificate'.
Additional two days leave were given also to the Champions to reward
them for their hard work. This made an innovative and dynamic
environment where staff worked hard and enjoyed the rewards and
incentives. Problems and bottlenecks were solved based on lean
manufacturing and self-motivation.

This achievement was performed on local management level without
the need for any additional resources. At 1994, a new management
structure came to place, which resulted in removing incentives,
empowerment and self-motivating culture of weekly and monthly
certificate of achievements and the additional holidays. This resulted in
staff refusing to work overnight shifts and the factory was limited to two
shifts with 16 hours of operation a day in total (67% maximum
production). In addition to this, the new management did not have a
clear production and maintenance strategy which resulted that technical
staff were reassigned to do marginal tasks within the factory. This lead
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to having the production going into steep decline between 1993 and
1998 (between points C and D on Figure 4). Moreover, The United
Nation embargo on Libya during that period did not help the factory to
obtain the necessary spare parts and equipment. Naturally the
management, in response to the decline in production, had managed to
increase the productivity (point E) using the same two shifts system.
However, the three shift culture and increasing the working hours has
been difficult to re-achieve due to the lack of staff incentives,
empowerment and rewarding system. Recent production Figures (Point
E on the graph) indicates about 60% of production level only. Similar
aspects has been found when studying the history of the other three
factories which clearly indicate lack of operation and maintenance
strategy, the need for training and the lack of staff motivation for 24

hours operation within the factory.
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Figure 5: Analysis of production Figures for 2006
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Taking 2006 as a bench-mark year for the two factories, from Figure 5-
a it can be seen that productivity of the factories do not exceed 78% of
the design capacity with an average of 73%. This indicates a loss of
about 891 thousand Tonnes per annum which a loss of about 73.500 M
LYD assuming that a 50Kg cement bag is sold for about 4.2 LYD
locally. Figure 5-b presents the number of employees in each factory.
MCF has lower production capacity which is reflected in a lower
number of employees. LCF have similar number of employees despite
the fact that it has similar capacity. This is reflected in the productivity
level per employee as shown in Figure 5-c. Figure 5-d presents the
stoppage / breakdown time of the four factories for 2006. Notice that
there is about 7000 hours of scheduled maintenance and about 1800
hours of unplanned breakdown. This is considerably very high which is
on average about 10 weeks per factory.

4. Discussion

The findings of this research work has identified that productivity levels
and the implementation of TPM are at modest and poor levels. The field
visits in Libya and UK has identified a huge difference in culture,
productivity, cleanliness and environmental awareness. Part of this
could be related to European and British standards, particularly that the
British factory visited was in a residential area in comparison with the
Libyan factories. It has been found that the Libyan factories lack some
of the employment of modern and well established procedures such as
continuous improvements, preventive maintenance, six sigma and the
5-S practice (Structures, Systemise, Sanitise, Standardise and Self-
discipline). There is clear evidence of high level of gas pollution and the
effect of that on the environment. There was also evidence of poor
maintenance of equipment in general including preventive/planned
maintenance. It was evident also that the shop floor workers do not use
protective equipment on regular basis particularly the use of masks and
reflective jackets.

The analysis of historical production data indicates that the two factories
operate at very low production rate and productivity in comparison with
the design capacity of the factories. High level of fluctuation has been
found in the two factories as a result of insufficient operational training,
lack of maintenance training and lack of spare parts.
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